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1 Current project situation

The work of the TUM is split into three deliverables. The project plan defines the
following timing:

M1 [M2 [M3 [M4 [M5 [M6 [M7 [M8 [M9 [M10 [M11 [M12

A March 2017 (Start) A Aug. 8", 2017 D8.4

M13 [M14 [M15 [M16 [ M17 [ M18 [M19 [ M20 | M21 | M22 | M23 | M24

A April 15", 2018 D8.5

D8.4 | Evaluation of software packages
D8.5 | Integration of existing software into central infrastructure
D8.6 | Completed monitoring schedule

1.1 Project job positions and applications

The project currently suffers from the good job market conditions in Germany. A
job advertisement focused on print media was not successful in the beginning of
the project in March 2017. No suitable applicant could be found. Announcing the
situation to students brought one applicant for a student job in the field of the
project. Another job advertisement focused on online media also was not
successful in March 2018.

There are now attempts to get additional student workers for developments of
adapters and integration preparations.

Therefore, the employment situation of people working on the project is this:

No. | Name Position Task “Jumping JIVE”
Allocation
1. Edoardo Student worker; 8 | Development
Barbieri hours per week and integration
tests
2. Dr. Alexander Task responsible; | Project
Neidhardt Permanent responsibility;
position at the Integration;
TUM; about 15% | adaption for
project work in Wettzell;

2017; about 90%
in the first months

in 2018
3. Stefanie Daurer | Secretray Administration
4. Prof. Urs Head of the Administration;
Hugentobler research group Authorized to

sign

Due to the limited manpower situation and the fact that the position of Alexander
Neidhardt is mainly the development and integration of software at Wettzell, we
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focused on the important integration parts with the most benefits for all
cooperating partners in Jumping JIVE (but also cooperation partners of TUM
Wettzell with similar requirements). This gives the following overlaps:

EVN /JIVE ERIC

Central
monitoring

Jumping
JIVE

Data
Sharing

Smart
observatory

Auxiliray,
S | VS
eamless s
data archive Force

TUM
Wettzell

V5

The parts contain:

EVN/MJIVE ERIC: Implementation of a central monitoring with real-time
gathering and state evaluation for data which are relevant for operation
and diagnostics

Wettzell observatory (BKG/TUM): Implementation of a smart observatory
with autonomous sessions

IVS: Implementation of an auxiliary, seamless data archive for data sets,
which are relevant for data analysis

The current deliverable implemented the basic environment and performed
integration tests to prepare the establishment of a production system. It is not yet
a completely expanded monitoring system and just shows the general principles.
The system is going to be extended in the coming months.

1.2 Focus of the deliverable

The work of for the deliverable focused on the following parts:

Testing the integration of elements which are required for the monitoring
(like maps, screens, data acquisition, etc.)

Identifying of necessary software to integrate external systems
Developing of necessary software to integrate external systems (this will
also be continued on the following deliverable)

Acquiring data from dummy systems and systems

Identifying issues and limits for future use
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1.3 Implementation of a test and integration infrastructure
The integration tests were done at two different locations:

o At the Wettzell observatory, where the main infrastructure is located and
where one monitoring control center might be located. The infrastructure

looks like this:
GOW Firewall
vibisysmon.evlbi.wettzell.de vibisysmon.vibi
141,74.6.20 SSH 192.168.208.235
- s TRCLE O e T ZABBIX 7 '
_" 10049 10 s p
Productive Monitoring Monitoring Development and Test
System System
(accessible from
External)

e At the TUM institute at Munich by the student worker. The infrastructure
there is a desktop PC and a mobile computer with a completely installed
monitoring environment consisting of ZABBIX, SysMon, MoniCA, Grafana,
InfluxDB

The general principle of the centralized monitoring is a setup using different
layers with different views.

The productive test environment is accessible at:
https://vibisysmon.evibi.wettzell.de

Username: JIVE

Password: the password can be requested from A. Neidhardt and is sent
separately in the email about the releasing of the deliverable

The user just has read rights. He can create new screens and maps combining
existing graphs and latest data for which he got access rights. All installation
work and the integration of new devices can only be done by an administrator.
There is currently just “Admin” as administrator.

After login, the following screen is shown (here showing an error for the Wettzell
observatory).
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The complete monitoring interface is organized hierarchically. The main parts are
‘maps” with links to the following layer of maps. The link can be activated by
clicking on the individual icon of an antenna or another monitoring device
(“host”).

D e
b ot
| &

=

Submsp

The following map can be an antenna or a whole observatory. For the Wettzell
test environment, the next layer is the whole observatory.
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As each map contains icons to hosts or sub-maps, one can go step by step down
to the system views. The complete layered setup is still under construction to be
tested for the Wettzell systems. An overview of all currently installed maps can
be requested by clicking to “All maps”.

4N o1pq Monitoring  Inventery Reporis  Configuration  Administration

Dashboard  Problems  Overview \Web Latestdata Triggers Graphs Screens  Maps

Maps

Allmaps / \Wettzell Observatory  Upper level maps: EVN World Network

In any case, the final detailed layer is a view using single “screens” for each
monitoring device (“host”) with detailed plots, graphs and information, like here
as excerpt for the Mark6 data recorder.
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An overview of all currently installed screens can be found by clicking on “All

screens”.

p4\N2121).4 onitoring Inventory Reporis  Configuration  Administration

Screens

Allstens { WETTZ135 mig titw2. vibi

Screens

M

The number of maps and screens will be extended in the coming project periods
to implement a complete working version of a system monitoring.

The following section describes all integration tests performed for deliverable 8.5.
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2

Integration tests

Several integration tests were made with different test machines to find ways for
getting data into the monitoring system while having different data sources at the
sites. Not all elements are already installed on the productive system. But there
is a detailed description in the Appendix section, how to get the systems working.

As described in deliverable 8.4, the focus was laid on system monitoring and not
primarily on remote control software. As detected, the use of

e ZABBIX & SysMon
e Telegraf — InfluxDB — Grafana
e MoniCA

are most valuable.
The decision was made to use ZABBIX as main monitoring system, because it

has the best user comfort and a wide community within the industrial systems.
ZABBIX is free of license costs.

SysMon is only used if data should be saved in files to create an archive. It is
also ideal for Wettzell-like systems, to easily get data for decision processes
within the systems based on remote procedure calls.

Telegraf — InfluxDB — Grafana can co-exist to ZABBIX. If GRAFANA is used as
graphical user interface for all systems, ZABIX and InfluxDB, there is no
additional requirement for any changes. Additional, there are ongoing tests, using
“‘influxdb-cpp” (written by Zhang, Shanghai; see https://github.com/orca-
zhang/influxdb-cpp), to directly read data from the database InfluxDB. This
makes it possible to take data from there and inject it into ZABBIX and the usual
interface of ZABBIX.

To integrate MoniCA, an adapter code was written, which currently exists in beta
version and which is just tested with dummy data. It accesses the MoniCA
system and can be used to convert the found device descriptions into a template
configuration, which can directly be sent to ZABBIX/SysMon. There is an open
task for testing with real data, using input from the Australian AuScope network.

To simplify the access to the NASA Field System without Telegraf — InfluxDB —
Grafana and to support a live view on system status data, e-RemoteCtrl was
extended with a web server application, so that the operational data from the
NASA Field System can now be requested with browser applications. The
returned web pages contain tags which can be used to filter status data. These
values can then be injected to ZABBIX or ZABBIX/SysMon. A sample screen,
using the Wettzell antenna WETTZ13S is shown here:
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System Status Monitor Mark § g Capacity
2018.106.1749:17 | CT TSN Time | GB | % | Chek[T

The web service might be one of the most valuable ways to get data from the
sites, while potentiate also the value for the sites, having (at least read) access to
their antennas via browser.

The general infrastructure consists of a centralized data collection server to
which computers at the antenna sites can send data. The central server is
administrated by the monitoring service. All others (like operators, etc.) just have
read rights to see states or request data for diagnostics. The server offers
different access methods, which can be used by the antenna sites to send data.
In best case, the sites connect to the server, using secure shell (SSH) to pass
firewalls with settings for tunnels through which the data flow is organized.

Productive Monitoring cowrirewall  Monitoring Development and Test
System System
vlbisysmon.evlbi.wettzell.de vibisysmon.vlbi

141.74.6.20 192.168.208.235

—_ " autossh
i 3HLOSS argume‘ns -M 0 -o "ServerAliveInterval 30" -o "ServerAliveCountMax 3"
(e.g. for keep-alive)
~£ =N =
ZABBIX tunnel -R10049:127.0.0.1:10051
Possible HTTP Field System tunnel -R8083:127.0.0.1:8080
Possible SSH tunnel -R22222:127.0.0.1:22
SSH key file -i /home/oper/.ssh/vlbisysmonoper

oper(@vlbisysmon.evlbi.wettzell.de
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To keep the SSH tunnel alive and open, “autossh” can be used with parameters
to periodically send keep-alive messages. The access to the central monitoring
system is only possible using HTTPS or SSH with a key file. All other ports or

access methods are blocked with firewall rules.

Access keys can currently be requested from Alexander Neidhardt, Wettzell
observatory.

The access methods can be extended in the future. Currently, the following
methods were tested for D8.5 described in detail in the following section.

No. | Name Test | Produc- Sug*cess- Future plans
location | tive ful
1 ZABBIX: ZABBIX agent Wettzell int. | YES: YES Completely
only on FS with separate / ext. server integrate on the
ZABBIX proxy data productive
- system, because
PARTLY: this will become
FS data the setup for the
smart observatory
2 ZABBIX: ZABBIX agent like 1 like 1 YES -
only on FS with ZABBIX
proxy on the FS
3 ZABBIX: ZABBIX agenton | Wettzell YES YES Accessible on the
each PC and ZABBIX int. (e.g. (inter- external
connections to other SNMP) nally) productive system
devices with separate
ZABBIX proxy
4 HTTP e-RemoteCtrl: no Wettzell int. | NO YES Accessible on the
ZABBIX at antenna site and external
communication via HTTP productive system
5 SCP: no ZABBIX at the Wettzell int. | NO PARTLY: Adaption
antenna site and (and IVS bug-fixing accordingly to the
communication via Secure Live) necessary requirements
Copy
6 ZABBIX/SysMon: separate | Wettzell int. | YES YES -
SysMon client for data / ext.
requesting and injection
7 MoniCA: use of the adapter | Munich NO YES Tests with
software to request and AuScope
inject data
8 Grafana: use of Grafana as | Munich; PARTLY: | YES Depending on the
additional user interface to | Wettzell int. | SLR tests with
integrate TIG and ZABBIX (SLR) “influxdb-cpp”
9 InfluxDB-ZABBIX: use of Munich NO PARTLY Further tests are
“influxdb-cpp” to access required
InfluxDB and inject data to
ZABBIX

* Location of the test integration (Munich = student environment; Wettzell ext. = productive system at

Wettzell; Wettzell int. = development system at Wettzell)

** The element is used for production data at Wettzell

*** Test was successful or not
**** Future plans
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The test-wise integrated system combination is shown in the following image in a
simplified form.

HTTPS HTTPS

S

P

c

Q

o

2

a ZABBIX
tén Serveili_ﬂ

| .

@)

g File Archive e-RemoteCtrl e-RemoteCtrl Open influxdb-
S Get Web SCP Incoming ~ MoniCA cpp
] |/ Request \ Adapter Adapter

I Proxy \
S /\
-"u;; SysMon = Open

== MoniCA

: =
c :
g v |
é ZABBIX e-RemoteCtr| Web *

Agent l QS Tc|egraf
NASA Field System ’

Servers / PCs / Devices

The final monitoring system will be a combination of these scenarios above. Sites
should be able to have different, standard access possibilities to the system. The
current environment in total is shown in the following image.
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eVLBI Network GOW Firewall | GOW Network / VLBI Network

FlexBuff
Mark5-evibi
etc.

zaBBIX A
(10050:10051)

Server

vibisysmon.evibi.wettzell.de
141.74.6.20

vibisysmaon vibi
192.168.208.235

vibisysmon_sparevibi

ZABBIX
B 0050:1005
I'ETPS =
= Guard (Wache)
any £
b Mo Misgathd) BREA-AT ¢m CP}’ IP ; i
— oca
_g:_. thd) VLBI

PCs

v

any Iptable

SSH only with keys

Please note for the following detailed description, that a connection for a direct
communication without secure shell (SSH) is additionally possible, for specific
sites. As a direct communication reduces the security of the data and access it is
not separately described here, because it is not the preferred way. Each direct
communication requires the setting of firewall rules at the location of the
monitoring server and the antenna site.

Important is that the monitoring server just collects data, presents them and
evaluates them due to predefined alert levels. It takes no control or responsibility
for hazards or destructions at the location of the antenna. The server does not
take over control from the site. It is just a method to reduce the reaction time in
case of an issue or problem. Each antenna site should evaluate the following
data classes:
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Priority | Class Description Implementation | Example
1 Hazards to humans | A human In the antenna Emergency
(Disaster) being can be | or hardware and | stop, door
injured or certified switches
killed
2 Hazards to systems | Hardware can | In the antenna Over-tem-
(Disaster, High) be damaged or hardware and | peratures;
certified grease level
underflow
3 Hazards to The creation | System software | Servo failure,
products of products is | and hardware; so that the
(High) influenced or | NASA Field antenna does
stopped System not move
4 Hazards to data The quality of | System Low SNR;
quality the data is software; missing PCal;
(Warning) affected additional tools | Pointing

The integration design on one monitoring machine is shown in the following

image.

Ext. program:

zabbhix_server
(e.g. outside of firewall

vlbisysmon.vlbi

Port: 10052

EEEEE
Port: 10051

Local program:

zabbix_server

Progra ‘

zabbix_pno

Port: 10050 ,-

Program:

zabbix_agentd

Database:
zabbix

Database:
abbix_proxy

N\

Part: 10050

Distributed Monitoring

Port: 10050 =

Ext. program: E “

zabbix_agentd
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The ZABBIX agent (“agentd”) listen port is 10050 (standard port). Agents can be
requested by several servers and proxies. Agents are in passive mode, so that
the server must request data and that the agent does not send data
automatically.

The ZABBIX Proxy listen port is 10051 (standard port). Proxies are always in
passive mode, so that the server must request data and that the proxy does not
send data automatically. One proxy can exactly be requested by one server.
There is a proxy for each external data requester.

The ZABBIX Server listen port is 10052 (special for VLBI system monitoring). A
server can request data from several proxies and agents.

The communication through the firewall uses a reverse SSH tunneling. It is
initiated by the proxy using “autossh”, which logs in to
vlbisysmon.evlbi.wettzell.de. It creates a port 10049 on
vlbisysmon.evlbi.wettzell.de which is connected to port 10051 on the proxy. The
ZABBIX server on vibisysmon.evlbi.wettzell.de connects to 127.0.0.1:10049 to
get data from the proxy.
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21 ZABBIX: ZABBIX agent only on FS with separate

ZABBIX proxy
No. | Name Test | Produc- | Success- | Future plans
location | tive ful
1 ZABBIX: ZABBIX agent Wettzell int. | YES: YES Completely
only on FS with separate / ext. server integrate on the
ZABBIX proxy data productive
- system, because
EARTLY' this will become
S data the setup for the
smart observatory
Architecture:
System Monitoring Observatory/

Data Center Antenna Site

Firewall
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communication

ZABBIX-
communication
aver reverse tunnel

y X
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#
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El
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s
®
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\ DataRecorder

]
F )
FPEEFI

Ed

El

Infrastructure/USPY/...

]
»
BREIIG

*

The antenna site uses the NASA Field System or another equivalent system to
control the observation and hardware. The communication and data acquisition
between the Field System and the hardware is independent from the monitoring
system. The PC with the Field System also runs a ZABBIX agent on the standard
port. It monitors all PC parameters defined by ZABBIX and additional, separate
operational parameters. The data additionally monitored are defined in the

configuration file of the agent. Entries like

UserParameter=fs.meteo_humidity, /usr2/st/bin/getfsitem MeteoHumidity
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defines an external program “getfsitem” called by ZABBIX agent each time the
server request the item fs.meteo_humidity. The program can be user code
written by station staff or a program provided by the monitoring center. There are
several libraries to access the shared memory of the Field System, like the e-
RemoteCtrl version “fsmonitor.cpp/.hpp”.

A ZABBIX proxy is installed on a separate machine at the location of the
antenna. The proxy is the stub for the external ZABBIX server at the monitoring
center. The proxy machine is behind the firewall of the antenna site and opens
an SSH connection to the server machine. It sets a reverse tunnel from a port on
the server machine to the proxy machine which is the connection over which
ZABBIX communicates to request status data, set configuration parameter and
reply current values. The proxy buffers the values and forwards them to the
server, so that data are not lost even when the communication is shut down for a
while.

The monitoring operator uses the ZABIX web frontend and the predefined
screens and maps to get an overview of the current states in the whole network.
The site operator can decide which data are offered to the monitoring center (by
changing the definition in the configuration file) and if they are monitored
(activated agent and activated tunnel).

The complete configuration of request intervals, use and management of items is
done by the server and configured with the ZABBIX web frontend on the server
machine.

If data should be used during a further processing, they must be requested using
the ZABBIX API with JASON HTTP requests, as described in the ZABBIX
documentation.

Current status:

The setup is currently implemented as productive system and test setup at
Wettzell observatory. It is used for basic monitoring data. Field system data are
currently not yet integrated. But the data propagation of this method is tested and
evaluated using the Mark6 data recorder with similar conditions.

Future plans for the central monitoring:

This will be one of the main monitoring setups.
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2.2 ZABBIX: ZABBIX agent only on FS with ZABBIX proxy

on the FS
No. | Name Test | Produc- | Success- | Future plans
location | tive ful
2 ZABBIX: ZABBIX agent like 1 like 1 YES -
only on FS with ZABBIX
proxy on the FS
Architecture:
System Monitoring Observatory/
Data Center AntennaSite Antenna Control

Fireveall

ZABBIX-
communication x
B

ZABBIX-
communication
over reverse tunnel
O

05
1T 17
O ZAEE R
Sl Z ABBIX BRE
[ a

Port: 10049
Port: 10051

BIX| SSH-connection
Server using ,autossh*

ZABBIXRZABBIX
Proxy Agent

Description:

The setup is the same like in the previous section. The only difference is that the
ZABBIX agent is directly on the Field System machine. This avoids an additional
computer, but opens a direct connection to the Field System machine, which
brings all the traffic to the main computer controlling the observation. It also
requires an additional installation of the ZABBIX agent and proxy software on the
Field System machine.

Current status:

The setup was experimentally tested on a separate Field System machine. It
might be dependent which compiler version is used, if ZABBIX is translated from
the sources on older machines in the network.
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If data should be used during a further processing, they must be requested using
the ZABBIX API with JASON HTTP requests, as described in the ZABBIX
documentation.

Future plans for the central monitoring:

This is one option for external sites without installing a separate, new server
hardware.
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2.3 ZABBIX: ZABBIX agent on each PC and ZABBIX
connections to other devices with separate ZABBIX

proxy
No. | Name Test Produc- | Success- | Future plans
location | tive ful

3 ZABBIX: ZABBIX agenton | Wettzell YES YES Accessible on the
each PC and ZABBIX int. (e.g. (inter- external
connections to other SNMP) nally) productive system
devices with separate
ZABBIX proxy

Architecture:

s"sgea"t‘a"[‘:‘:::;"‘"g ﬁﬁiﬁ;‘;ﬁ“;ﬁe’ NASA Field

System

]
»

BEAFD

Firewall

ZABBIX-
communication
over reverse tunnel

ort: 10051

Port: 10049

X Antenna Control

SSH-connection

i ZABBIX
using ,autoss PFDXY

communication

ZABBIX
Agent

Description:

The setup is the similar to the first one. The difference is that each machine or
device is additionally equipped with a ZABBIX agent to retrieve data in parallel to
the usual control structures. Each machine defines the values which are offered
by setting the individual definitions in the specific configuration files on the
individual machines.

Page 22 of 134



If data should be used during a further processing, they must be requested using
the ZABBIX API with JASON HTTP requests, as described in the ZABBIX
documentation.

Current status:

The setup is used for all external devices like USP SNMP requests, rack
temperatures, etc. and will be continued at the Wettzell observatory.

Future plans for the central monitoring:

This option will be continued at Wettzell but might be too time-consuming for
other sites.
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2.4 HTTP e-RemoteCtrl: no ZABBIX at antenna site and
communication via HTTP

No. | Name Test | Produc- | Success- | Future plans
location | tive ful
4 HTTP e-RemoteCitrl: no Wettzell int. | NO YES Accessible on the
ZABBIX at antenna site and external
communication via HTTP productive system

Architecture:

System Monitoring ZABBIX. Observato!y.'
Data Center communication Antenna Site Antenna Control

Firewall

NASAField -
System

Port: BOSO

HTTP-communication over reverse tunnel

A4

SSH-connection
using ,autossh*

Description:

The setup is similar to the second one with a major difference that ZABBIX is not
required on location of the antenna. Instead of ZABBIX, the new version of e-
RemoteCtrl with an integrated web server must be used. The web server uses
the environment of the Field System and the implementations of the Wettzell e-
RemoteCtrl software to read HTML files with comment tags which are
dynamically replaced by real data.

Currently the following HTML pages are supported:

e FieldSystemMonitoring.html: the main web page (similar to index.html or
the root page)
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e SystemStatusMonitor_iframe.html: a page with an iframe to improve the
performance of the system status web page for page updates on specific
browsers like Chrome

e SystemStatusMonitoring.html: the system status web page with
information like in the System Status Monitoring window on the Field
System screen

e Mark5RemainingCapacity_iframe.html: a page with an iframe to improve
the performance of the Mark5 capacity web page for page updates on
specific browsers like Chrome

¢ Mark5RemainingCapacity.html: the Mark5 Remaining Capacity web page
with information like in the Mark5 Remaining Capacity window on the Field
System screen

e SystemTemperatures_iframe.html: a page with an iframe to improve the
performance of the System Temperatures web page for page updates on
specific browsers like Chrome

e SystemTemperatures.html: the System Temperatures web page with
information like in the System Temperatures window on the Field System
screen

e PhaseCalMonitoring_iframe.html: a page with an iframe to improve the
performance of the Phase Calibration web page for page updates on
specific browsers like Chrome

e PhaseCalMonitoring.html: the Phase Calibration Monitoring web page with
information like in the Phase Calibration Monitoring window on the Field
System screen

e WebCam_iframe.html: a page with an iframe to improve the performance
of the webcam web page for page updates on specific browsers like
Chrome

e WebCam.html: the webcam web page which uses a periodically fetched
webcam image of the antenna

e Antenna_iframe.html: a page with an iframe to improve the performance of
the antenna monitoring page for page updates on specific browsers like
Chrome

e Antenna.html: the antenna monitoring web page with a standardized e-
RemoteCtrl view of the antenna control unit, where a specific station code
in the e-RemoteCtrl software must be written by antenna staff

e Log_iframe.html: a page with an iframe to improve the performance of the
log file page for page updates on specific browsers like Chrome

e Log.html: the Log File web page with information from the session log like
in the Logging window on the Field System screen plus a separated
filtered error log

The web pages can be changed individually at each site. Additional links to other
web servers can be integrated to extend the possibilities.
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The web pages contain standardized comment tags, which are replaced by real
values, e.g.

“< ! --ANTENNA-->"

is replaced by

“<1--ANTENNA--> WETTZELL <!-- -->"
for the 20m Wettzell antenna.

The Field System machine is behind the firewall of the antenna site and opens
an SSH connection to the ZABBIX server machine. It sets a reverse tunnel from
a port on the server machine to the web service on the Field System machine
which is the connection over which the ZABBIX server machine requests the web
pages.

The ZABBIX server uses “external checks” to call a script or program which
downloads the web pages periodically and also checks the performance
parameters of the download. The script searches for the patterns in the web
pages and feeds the items found to the ZABBIX server.

Current status:

This setup will be used for Wettzell antennas. It might be the optimal way for all
other sites, because they just have to install the e-RemoteCtrl server, actvate the
integrated web server and open the tunnel to the ZABBIX machine using
autossh. It is currently not completely activated on the productive system.

Future plans for the central monitoring:

The complete implementation will follow until end of April 2018.
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2.5 SCP: no ZABBIX at the antenna site and
communication via Secure Copy

No. | Name Test | Produc- | Success- | Future plans
location | tive ful

5 SCP: no ZABBIX at the Wettzell int. | NO PARTLY: Adaption
antenna site and (and IVS bug-fixing accordingly to the
communication via Secure Live) necessary requirements
Copy

Architecture:

System Monitoring nbR Observatory/
Data Center communication AntennaSite Antenna Control
Firevill NASAField ¢
ZABBIX, System

Agent/

SCP of status file

Description:

The setup uses the same idea like the previous one to avoid ZABBIX installations
on the antenna site. It even avoids the creation of a permanent tunnel to the
monitoring server machine. Instead it uses secure copy (SCP) to send a
standardized file with all relevant values to an incoming folder on the server
machine. This sending process can

e Dbe written in any programming language by the antenna staff or
e be activated in the e-RemoteCtrl software (where only updates are sent, if
there are relevant changes)

The file format is this:
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<eQuickStatusInfos
Seryice = I¥S

Stationname = WETTZELL

StationI¥sCode = Wz
Schedule = kl4242wz

Status = [eRC] Recording<br=
DateTime = 2014,242,07:42:52

TimeNext = 07:42:53
Source = 0016+731

Scan = k14242 wz 242-0742

Mark5¥sN = BKG-E002
Mark5¥olume = 1476.0
MarkbUsed = 0.8

RightAscension = 08h19m45.79s
Declination = 73d27m30.00s

Azimuth = 337.5532
Elevation =
CableDelay = 0.006511
SystemTempe ratureIFA
SystemTemperaturelFB
SystemTemperaturelFC
SystemTemperatureIFD

MeteorologyTemperature

MeteorologyHumidity =
MeteorologyPressure
<feQuickstatusInfo=

34

98

32

<]

= 16.8
86.3
948.7

A program or script periodically reads this file on the server machine and sends

the data to the ZABBIX server.

Current status:

This setup was tested for IVS Live. It can be used if the remote control access to
e-RemoteCtrl is deactivated, because there is an access right bug which is not
yet fixed. The software is not installed at the moment, due to development

constraints.

Future plans for the central monitoring:

This participation possibility might be a solution for older antennas, because
nothing is required besides a small script from station staff periodically sending
the information file. Until end of 2018, the software should be reactivated.
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2.6 ZABBIX/SysMon: separate SysMon client for data
requesting and injection

No. | Name Test Produc- | Success- | Future plans
location | tive ful
6 ZABBIX/SysMon: separate | Wettzell int. | YES YES -
SysMon client for data / ext.
requesting and injection
Architecture:
System Monitoring Observatory /
Data Center Antenna Site Antenna Contral d
: g 2 : g
= rewall = PANCEIR H pasid <
2 p— — T Prory gy NASA Field  conn H I
'é communication I CUFﬂmUWEalIUﬂé st L

uver FEVEFSEIUHHE\ 0

£
. n
Z2es IR }--‘ ‘%'oj
/ [
!'"4 SysMon

- Sender

Frontent Control
[ZABBIX]

ZABBIX
Agent

=]
» a
BEIFI
§8H-connection
using ,autossh”

Backend Control

]

£ £l
| BREB

(D)BBG

]
# *
BEBEA

Data Recorder

Gl
* *
R rx]

Infrastructure/USP/...

]
# £
BEIEI

Description:

The setup is used for meteorological values from the antenna WETTZ13S, were
data should also be archived in files. The architecture of SysMon uses a SysMon
sensor proxy for this situation. This proxy is a client program which uses the
proprietary communication used for the local control of the antennas to request
predefined data. The request is hard-coded. Received data are taken to feed the
application interface (SysMon API) of Wettzell SysMon. It is a separate database
with own tables and priority classes. The application interface registers sensors,
creates templates for the registration of the sensors in ZABBIX and sends data to
both databases. In case of ZABBIX, it uses the zabbix_sender program. It works
like an adapter between SysMon and ZABBIX.

The first step in the client is a registration phase which must be done once. It
reads a configuration file and uses “usRegisterSensors” of the SysMon API to
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read a configuration file and install the SysMon tables and prepare the ZABBIX

template. Most important parts in the configuration file are the sensor definitions
which are directly converted into ZABBIX items. Set limits are directly converted
into triggers which rise alert levels. An excerpt of such a configuration file looks

like this:

<MCISensors>
SensorlID = WETTZ13SMeteo_MeteoboxInternalTemperature
SensorName = MeteoboxInternalTemperature
SensorUnit = deg C

</MCISensors>

<MCISensor>
SensorID WETTZ13SMeteo MeteoboxWindSpeed
SensorName MeteoboxWindSpeed
SensorUnit km/h

SensorMaxWarningLimit
SensorMaxAlertLimit
</MCISensors>

60
70

The rest of the client is a low-level while loop doing the following steps:

e Open connection to the data source using remote procedure calls, simple
sockets, or serial connections

e Reads values

e Convert values to suitable values for SysMon API (e.g. adapt the
precision)

e Use method “usSendSingleData” of the SysMon API to inject the data to
SysMon and ZABBIX

e Close connection

e Sleep a specific time period (usually a second for wind data and 1to 5
minutes for other meteo values)

The client is started with a start script and does the data processing periodically.
In case of the Wettzells productive system, SysMon sends data to the ZABBIX
proxy. The SysMon sensor nodes are registered at the ZABBIX server using the
generated template. Therefore, ZABBIX proxy collects all SysMon data locally,
while ZABBIX server requests these data sets from the proxy.

Current status:

This setup is used for meteorological data. The data can be requested via the
external web page, e.g. for the meteo data of antenna WETTZ13S. Wind data for
one week taken from all wind sensors of the observatory look like this:
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WETTZ135 Meteo: WETTZ135Meteo Wind (7d)

35 krmvh
30 krvh
25 kmih
20 krrvh
15 km/h
10 krmvh

5 kmh

Okmth

00

0405 |
12:00

12:00
04-07 | =i
1k

1z:00

0403 2790 e
04-05

B WETTZ13SMeteo_MeteoboxWindMax SpeedindneMinute [avgl 223 km/k
B WETTZ13SMeteo_MetechoxWindMeanSpeedinOneMinute  [ava] 1.2 kmih

l WETTZ135Meteo_MetechoxWindSpeed [avgl 1.18 km/h
Wl WETTZ135Meteo_MetecDBWindMarSpeed lavgl 27Zkm/h
E WETTZ135Meteo_MetecDBWindSpeed lavgl 1.54 km/h
B WETTZ135Meteo_ThiesWindSpead [aval 3.4

Future plans for the central monitoring:

The system will be implemented for all antennas at Wettzell. It might be a good
solution for analysis data, which should be stored in files, like required for the IVS
seamless auxiliary data archive.
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2.7 MoniCA: use of the adapter software to request and
inject data

No. | Name Test | Produc- | Success- | Future plans
location | tive ful
7 MoniCA: use of the adapter | Munich NO YES Tests with
software to request and AuScope
inject data

Architecture:

System Monitoring ZARBI- Observatory /
Data Center communication Antenna Site

Firewsal|

Fort: BOS1

— MoniCAFoll Request

- N
FAETH "1 Sender ManiCA Poll Request b
Server
I NASA Field
SSH-connection System

using ,autossh’

Description:

The setup adapts to antenna systems which already use MoniCA for their own
monitoring. Currently the antennas are mainly located in Australia. The
application on site of the antennas is Java-based. The antenna sites do not have
to install additional software. The idea for the centralized monitoring is to use a
small adapter program on the server machine which polls available monitoring
points and the data from the already existing systems. The program is located on
the ZABBIX server machine and connects external machines at the location of
the antenna to the centralized monitoring.

Currently just dummy data were used for the integration tests. During D8.5, a
basic adapter class was written in C++ as demonstrator for the possibility to
directly use data from MoniCA. This class must be beautified and standardized
for the final implementation on a production system. Nevertheless, it shows that
data can be retrieved from a MoniCA system and inserted into SysMon/ZABBIX.
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Current status:

The setup is just integrated on the test system at Munich to do development
purposes. It is not yet prepared for real-world data from the Australian
telescopes.

Future plans for the central monitoring:

After cleaning up the class, it should be offered as access point to MoniCA.
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2.8 Grafana: use of Grafana as additional user interface to
integrate TIG and ZABBIX

No. | Name Test | Produc- | Success- | Future plans
location | tive ful
8 Grafana: use of Grafana as | Munich; PARTLY: | YES Depending on the
additional user interface to | Wettzell int. | SLR tests with
integrate TIG and ZABBIX (SLR) “influxdb-cpp”

Architecture:

HTTPS

ZABBIX

Server

influxdata
|

Telegraf

Description:

The setup is more or less a work-around to directly support the NASA Telegraf —
InfluxDB — Grafana system. It just adds Grafana as an additional graphical user
interface on top of ZABBIX web interface.

Grafana offers some advantages, e.g with the extended possibility of many more
graph types than ZABBIX or in case of bool states, where the steps are shown
correctly. The disadvantage is the complex use which is not always intuitive.

In case of the Wettzell laser ranging systems, Grafana on top of ZABBIX was
successfully tested and is in use for the internal monitoring system of the satellite
laser ranging. Other tests were made in Munich on the test systems using
dummy data.

Current status:

The setup is still in use at the Wettzell laser ranging system. It is not yet installed
on the productive system of VLBI.

Future plans for the central monitoring:
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Depending on the requirements (e.qg. if the e-RemoteCtrl web server access does
not solve the problem for all antennas), Grafana can be installed in addition to
ZABBIX. It might also be interesting for better graphics or in combination with

ZABBIX web pages.
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2.9 InfluxDB-ZABBIX: use of “influxdb-cpp” to access
InfluxDB and inject data to ZABBIX

No. | Name Test | Produc- | Success- | Future plans
location | tive ful
9 InfluxDB-ZABBIX: use of Munich NO PARTLY Further tests are
“influxdb-cpp” to access required
InfluxDB and inject data to
ZABBIX

Architecture:

System Monitoring ZABEIN- o) bs-ervator.'y /
Data Center commurication Antenna Site

Firewsall

Port: BO51

InfluxDB Qluery

¥ Scnder InfluxDB Query
Serverl influxdb-cpp

S5H-connection
using ,autossh’

The architecture is the same like used for the SysMon/ZABBIX client with the
MoniCA adapter.

Description:

The setup is exactly the same like for the MoniCA adaption. The development is
still ongoing and uses an external library “influxdb-cpp”. The software
architecture is identical to the MoniCA adaption.

Current status:

First tests.

Future plans for the central monitoring:

It might be a replacement for the work-around using Grafana as additional user
interface, because data can be injected to ZABBIX using the adapter.
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3 Conclusion and outlook

Several integration tests were successfully made to prepare a first working
version of a productive system. Test systems were installed on a development
PC in Munich and as system in use at the Wettzell observatory. Dummy data and
real data were successfully used to test the access methods to get data into the
monitoring system. The real data are taken from the Wettzell antennas, mainly
the newer 13.2m VGOS antenna WETTZ13S. The productive system is
accessible from the public Internet.

Due to limitations of staff, the integration mainly made a focus on integration tests
and detailed descriptions, so that issues and problems could be find out and that
one can use the documents to implement an own monitoring center, e.g. at JIVE.
At least 9 integration tests with several sub-aspects were performed. It was
necessary to write small code adapters or to combine existing software during
the installation. Most of the tests were completely successful. Only a few require
additional work to get them running. Almost have of the integrated methods are
already usable on the productive system at Wettzell. The rest is in preparation.

It became clear during the integration, that the most valuable way with the least
changes and work at the antenna sites is the use of e-RemoteCtrl web service.
Therefore, main focus will be laid on such method for the next deliverable. The
other methods will be integrated completely, but only activated if there are
constraints which require the use these access methods.

Within the coming months, the monitoring will be extended to a complete system
for the Wettzell observatory and for all three antennas. This is a first complete
test-bed for a centralized monitoring. There are also contacts to test external
antennas.

Finally, the test integration phase is successfully finished. Nevertheless, the
integration has some overlaps (bug-fixing, integration on a productive system,
etc.) with the following deliverable.
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4 Appendices

4.1 Appendix: Installation of a VLBI SysMon Node (with
updates to D8.4)

4.1.1 Used machines

= The used machines are: Supermicro X7DWT/X7DWT-INF/X7DWT-INF+ with two boards in one
one-height slot
= User Manual

e i e s | .-_.-|'lll--- =T, . ‘,.,. }i'
i it 1 F [ R BarTamEsEenl] "TERaEY - sEambn g .
— | -_—E ) - || e || e m
= Both computers must be configured in the same way

= The first is for the internal management (local telescopes)
= The second is for the external management (other telescopes etc.)

41.2 Setup the BIOS

= Open BIOS by pressing “DEL” after startup of the computer
= Attention: an English keyboard style is used for the following configuration!!!
= Activate the RAID system in the BIOS
= See User manual
= Enable SATA in the “Main” screen of the BIOS system:
= “Serial ATA: Enabled”
= “SATA Controller Mode Option: Enhanced”
= “SATA RAID Enable: Enabled”
* “|CH Raid CodeBase: Intel” (we use an Intel ESB2 RAID controller)
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Symilem T e

= Set the right boot order
= Change into “Boot” screen of the BIOS system using the arrow keys
=  Push “USB KEY” (maybe also “USB FDC” or other USB devices) and “ PCI SCSI:
HostRAID#0 ....” into this order using the '+' and '-' keys

1= PCI 3€31: Tniel ULEISgsPNon

= Exit and save the configuration with all changes using the “Exit” screen
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L Sawing I 111"1”4.5

Setup Conflirmat ion

Save conl iguratlon changes and exit now?

= 119

4.1.3 Configure the RAID 0

=  We use two HDDs with 1TB each as RAID 1 (mirror set) for redundancy on anintel ESB2
RAID controller.

= Attention: an English keyboard style is used for the following configuration!!!

= Open the Intel RAID Configuration Utility using Ctrl+'l'

» Activate the creation of a raid

Intel(R) Matrix Storage Mamager optiom ROM o5.6.4.1882 ESBZ
Copyr ight(C) 2883-87 Intel Corporation. AIl Righls Reserved.
1

L. Crantn ERTD U ()

2. Delete BAID Uolume

3. Esset Disks to Nom-RERID
4. Exit

1L LT HWFIE ._-.:.]
RAID Volumes:

I  MHams Lewvel Size Status Bootahble
B VLB 15SysMon RAIDLIMIirror) 931.5C8 | Yeu
Physical Disks:

PFort Brive Hodel Sarial B Size Tupe-Statusilol IB)
-] 5T1088MME81 1 ZINIKKOL 831.5680 ™

1 ST1D8ENMBEI3-92M 2 1ME540P 931.5C8

. [1431-5Salect [ESC)-Exit [ENTER}-Sefect Mesu
= Create a mirror set (RAID1) with the name “VLBISysMon” on the existing disks
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Intel(R) Matrix Storage
Copurightic) 2883-m7 |
- {

Hm!agi-:r option ROM v5.6.4. 1882 ESE2
ntel Corporation. ALl Riphts Reseruved

Nami :  ULBISysMon
RAID Level: RAIDL(Mirror)
Disks: Select Disks
Strip Slze: WA
Capacity: 931.5 B

Press "ENTER" to Create the specified volume.

[14IChangs [TAR)-Mext [ESCl-Previoms Memu [ENTER]-Select
Push “Create Volume” and accept the the overwrite warning

Intel(R) Matrix Storage Manager option ROM «5.6.4,1882 ESE2
Copyright(C) 2B83-87 Intel Corporation. A1l Rights Reserved.
1

Hame : ULB[SusMon
RAID Level: RAIDL(Mirror)
Disks: Select Disks
Strip Size: WA
Capacity: 931.5 EB
WAENING: ALL DATA ON SELECTED PISKS WILL BE LOST

fAre yoi sure you want to creale this voloms? (YoH):

Press "ENTER" to Create the specified volums.

[tilChange [TAB}-Mext [ESCI-Previous Menu [ENTER]-Select
Exit the configuration utility
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Intel{K) Matrix Storage Mamager option ROW +5.5.4.1882 ESEZ
Copyr ight(C) 2883-87 Intel Corporation. All Rights Reserved.
i

1. Create ERID Upliume
2. Delete RAIP VUoloms
3. Reset Pisks Lo Noo-RAIP

i |
EAID Volumes:
11 ] Mame Leval Size Stalus Bootabie
-] UVLEB1Syshan ERID1(Mirrar) 931.5CB Yes

Physical Disks:

Fort Brive Model Serial § Size TypeStatus(Uol 19D
a8 ST1BEaNMEE1 1 E:ﬁﬂl 931.5C0 Mo

1 ST16EENMEEI3-920 2 ar 931.5C8 Hew

. [141-Salect [(ESCI-Exit [ENTER)-Selact Mewn
= After rebooting you should see something like this

ERID Volumes :

1 ﬁ“" Level| Strip Size Status Bootabie
f JLE1SysMon RAIDL(Mirrar) R 53|

i
1.5CH Yan

Physical Disks:

Port Drive Model Serial ® Size Typa Statusilol 1DD
a8 ST1B8ENHEE1 1 & IMIKEDL 931.5CF ~
1 ST1DEENMBEII-92ZM 21654 931.5CH

Press JHLINNE to enter Configuration DRIlity.........

41.4 Download Ubuntu and install the ISO on a datastick

4.1.41 Methode Windows PC and LinuxLive USB Creator

=  Download Ubuntu from https://www.ubuntu.com/download/desktop on a separate machine,
e.g. a Windows PC

= You will get an ISO-image of the installation

=  Download “LinuxLive USB Creator” from https://www.heise.de/download/product/linuxlive-usb-
creator-90060 (do not use UNetbootin because it has some failures with 64-bit Linux/Ubuntu
systems; see http://askubuntu.com/questions/544419/cant-run-a-fresh-install-of-ubuntu-14-10-
shows-kernel-panick)

= |nstall LinuxLive USB Creator by double click on the installer program and follow the
installation instructions

= Start the program LinuxLive USB Creator and create a Linux USB-stick (a detailed instruction
can be found here: https://www.lidux.de/anleitungen/37-ubuntu-1210-usb-stick-installieren-
creator)
= Select the USB-stick on which the image should be installed

Select the ISO image of the Linux system

Select no “PERSISTENZ"

Select the formatting of the stick with FAT32

Click on the flash sign to start the installation
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= Close the program and dismount the USB-stick

4.1.5 Methode copying the Ubuntu image on a stick

Ubuntu CD and DVD images can now be written directly to a USB stick, which is a very easy way

to make a bootable USB stick.

= Simply choose a CD or DVD image that will fit on your USB stick and copy it on a stick with
no partitions.

#sudo cp ubuntu-17.04-desktop-i386.iso /dev/sdc

»  Further informations: https://help.ubuntu.com/16.04/installation-guide/amd64/ch04s03.html#usb-
copy-isohybrid

4.1.6 Install Ubuntu on the SysMon machine
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Insert the stick into a free USB slot
To connect keyboard and mouse, you need an USB hub, because Supermicro X7DWT just
has two USB ports

Start the PC and select “Install Linux” when prompted
Select English as language

Accept third-party software

Select the standard setting “Erase disk and install Ubuntu”. Accept the partitioning request.

Select “Berlin” as timezone by clicking onto the position of Berlin on the map
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Create a the personalization with computer name and your name as “vlbisysmon” and a user
“oper” with a dedicated password and select the auto-login.

=  Then the installation starts
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Reboot the system and keep the USB-stick in the USB-slot

Reboot with the live system on the stick (Start Linux from the stick)

Follow the installation of the GRUB bootloader on the RAID

(see https://wiki.ubuntuusers.de/GRUB 2/Reparatur/ (German)) for a standard desktop system
= Open a terminal (search “term” in the programs)

= Become root

] sudo su

Mount the RAID to /mnt

mount /dev/mapper/isw_ciiaeibbja_VLBISysMonl /mnt
(isw stands for Intel Raid Controller; "ciiaeibbja" can be a different
string)

You can check the RAID (other checks can be found
here: https://www.pilgermaske.org/2013/05/dmraid-mainboard-raid-unter-linux-einrichten/

(German)
1sblk

Mount the required directories for the GRUB installation

sudo mount -o bind /dev /mnt/dev
sudo mount -o bind /sys /mnt/sys
sudo mount -t proc /proc /mnt/proc
cp /proc/mounts /mnt/etc/mtab

Change into root environment of the installed system on the RAID

chroot /mnt /bin/bash

Install GRUB (Attention: the RAID must be used and not a partition on the RAID; this is defined by
the device path without an ending number = not ..._VLBISysMon1, but ..._VLBISysMon)

grub-install /dev/mapper/isw_ciiaeibbja_VLBISysMon

rootubuntu:-# grub-install [dev frapper [isw_dgdgghheaf WiBISysmon

Installing for 1386-pc platform.
Installation finished. Wo error reported.

Update GRUB
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update-grub

rootubuntu: -8 update-grub

Generating grub configuration file ...

Warning: Setting CRUB_TIMEOUT to a non-zero value when GAUS_WIDDEM TIMEOUT is set is no Longer supported.
Found Linux image: [boot/wvmlinuz-4.8.8-38-generic =

Found inltrd image: [boot/imitrd.img-4.8.8-36-generic
Found memtest8é+ Lmage: [boot/memtestios.ell

Found memtestass: image: [boot/mewtestis:. bin

done

Exit the changed root privileges

exit

Reboot the system and extract the USB-stick, so that the system boots from the harddrives.
Check bootz order before.

7 1 -
[RT" Emitey

Open a terminal and become root again

sudo su

If necessary, set a APT-proxy with “cat > /etc/apt/apt.conf’, where the following must be
entered (finish with “Ctrl+C”)

Acquire: :http::Proxy "http://gate-w.wettzell.ifag.de:8000";

Update package information

apt-get update

Downgrade the desktop environment from “Unity” to a lightweight one, e.g. “LXDE (Lightweight
X11 Desktop Environment)“, (it is still possible to change the environment after log-out and
clicking onto the Ubuntu logo over the user login)
= with ” sudo apt-get install lubuntu-desktop ”
= and set it as default environment:
= check which environments are available with “ Is /usr/share/xsessions/” and if
Lubuntu.desktop exists and
= edit the default settings file with “ vi /usr/share/lightdm/lightdm.conf.d/50-ubuntu.conf”
as root and change it to

" [SeatDefaults]
= user-session=Lubuntu
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Reboot

(Maybe it is necessary to change “update-apt-xapi”-settings, which updates the software

database regularly and takes a lot of CPU time)

Set all parameters in the screensaver in the menu Start menu — Preferences — Light Locker

Settings and follow the instruction in the images below
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= Set the network
=  Open a terminal (“LXTerminal”) using the start menu
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= Become root with “sudo su”

= Set hostname if not already correct: “vi /etc/hostname” and set it to “vibisysmon”

=  Open the “Network Connections” dialog (under the LXDE (Lightweight X11 Desktop
Environment) it is in the Start menu — Preferences — Network Connections)
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Each server has two network interfaces. The first one gets a static IP setting with an fixed
IP from the IP-table (see |P-addresses of the "vlbi" network) and the second gets a DHCP

setting (this can be let as it is in the standard installation)
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Disconnect the wired connection and connect again
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[ ] & s I
= Check the correct settings using “ifconfig” in a terminal
- rectiFvibisysmon: home/oper

Set clock to UTC (GMT+0)
= First set the time and timezone in the desktop with Start menu — System tools — Time and
Date

Set hardware clock to UTC (as user “root”): “vi /etc/default/rcS” and set line “UTC=yes”
Run “timedatectl set-local-rtc 0~

Set localtime to GMT+0: “rm /etc/localtime” and “In -s /usr/share/zoneinfo/Etc/GMT+0
/etc/localtime”

= Check it with “timedatectl’. You

W 5 home e rd T

should see something like this:

Activate NT
= “apt-get install ntp”
= “apt-get install ntpdate”
= Setlocal NTP servers for “ntpdate”: “vi /etc/default/ntpdate”
= Setline “NTPSERVERS= “192.168.208.4 192.168.208.5” (delete the existing
NTPSERVERS line)
s Setlocal NTP servers for “ntpd”: “vi /etc/ntp.conf’
= Setline “server 192.168.208.4”
= Setline “server 192.168.208.5"
= Set all existing server lines as comments (starting '#')
= Set all existing pool lines as comments (starting '#')
= Set current time once
= “/etc/init.d/ntp stop”
= “nipdate -s 192.168.208.4”
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= “/etc/init.d/ntp start’
= Check NTP status

" “nipq -p’

41.7 Costomize Linux software for system monitoring

4.1.7.1 Firefox browser
= Add “Automatic proxy configuration URL” in the Firefox internet browser

= =
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If another browser should also be used, do the same setting there.
4.1.8

SSH server

Install a SSH server with “apt-get install ssh” (or as minimum “apt-get install openssh-server’)
Install “autossh” to automatically restart SSH sessions and tunnels with “apt-get install
autossh”

Hint: Getting X11 forwarding through ssh working after running su

Run “xauth list $DISPLAY ” to get the cookie of the SSH connection, e.g.
“somehost.somedomain: 10 mit-magic-cookie-1 4d22408a71a55b41ccd1657d377923ae ”
Change user with “sudo su”

Run “xauth add «<cookie» ”, e.g. “xauth add somehost.somedomain:10 mit-magic-cookie-
1 4d22408a71a55b41ccd1657d377923ae ” to add the forwarding cookie to the new user
Create an SSH key for user “oper”, using “ssh-keygen -b 4096 " and save it to file
“vibisysmonoper” (vlbisysmonoper.zip)
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Install the new key file “ssh-copy-id -i vibisysmonoper.pub oper@192.168.208.236 "
The new key is installed at “ /home/oper/.ssh/authorized_keys”

Permit password authenication by editing “ /etc/ssh/sshd_config ” and activate the
following line with “no”

51 # Change to no to disable tunnelled clear texl passwords

52 PasswordAuthentication na
= Restart ssh daemon with “ /etc/init.d/ssh restart’
= From now on login is only possible using “ssh -X -i vibisysmonoper

oper@192.168.208.236 "

= Note: If you want to use the key with Putty on Windows, you have to use the program
“‘puttygen” to convert the key to a *.ppk file in the Putty format. Open “puttygen” and follow
the menu “File” = “Load private key” and open the private key generated before. It
converts the key. Save the new key by pushing on the button “Save private key” and store
it as “vlbisysmonoper.ppk”. Then open Putty and create a new connection. Open the
menu “SSH” = “Auth” and add the new private key in *.ppk format.

8.1 Vino VNC server

Configure the “Desktop Sharing Preferences” by calling “vino-preferences” as user “oper”

define a VNC password: here “+oper!”)
) Omiktop sharing Preferences FRIEEIRHIRN—st. .-

Eharing
5 Allow ctiher uers Eo view yoer deskiog

8 Allow other users b0 controd your derikiog
SeTEriTy
T Wais AR ConPET egch soresy Fo P med bddel
B Aeguine the wter Lo enter Thiy et wasrd (T 12T Y]
At iy configury PN poutes Lo o s forwand ports
Show Mot Pcation Arzga focon

i Ly

) Crdy whern someone i snonesfed

TatAE

1

Disable encryption, to easily allow the access with all VNC clients, with “gsettings set
org.gnome.Vino require-encryption false”

Create a new directory (if not yet available) as user “oper”: “mkdir /home/oper/Software ” and
“mkdir /home/oper/Software/vino_vnc”

Change into the new directory with “cd /home/oper/Software/vino_vnc”

Create a start script “vinovnc.sh” with an editor in the new folder and add the following
content:

#!/bin/bash
/usr/lib/vino/vino-server > /dev/null 2> /dev/null &
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= Change the access rights of the new script with “chmod 744 ./vinovnc.sh”
= Create a desktop starter file with “vi /home/oper/.config/autostart/vinovnc.desktop ” and add
the following context (it can also be created with the program “Ixshortcut”):

. [Desktop Entry]

" Type=Application

= Name=Vino VNC server

] Comment=Automatic start of the VINO VNC server
" Exec=/home/oper/Software/vino_vnc/vinovnc.sh

] Terminal=false

= Test the automatic start: log-out and -on again, which should start the application (test it with
“ps ax | grep vino”)

= The VNC Ports are: 5800 and 5900

= An example configuration of a remote VNC client can look like the following setup for the
Ubuntu “Remmina Remote Desktop Client” (similar settings can also be used for other VNC
clients, like “Real VNC” under windows or xvnc4viewer under Linux; just if a tunneling is
required, it must be set manually, using a separate SSH client

Einstellungen fir entFernte Arbeltsflichen

Elnstellungen fiir entfeinte ArbeRsfiEchen

Prafil Profil
Boroichnung  sysmonribad Bepnichrung | sysmanrtw
Gruppe L Gruppe
Protokall T MC - Virtual Network Computing ® Frotokoll By WML - Wirtoal Metwosk Comp uting
O Grundizgend @ Erweitet 55H ©Ocnmdiegend @ Erweitert LT 7]
SereEr 192,160, 208144 - [ ssk-Tunnel aktivieren Tunne] dber Loopback-Adiesie

£5H Senver
Berultername | operf

Server aul post 27

PasEwnrt rroens -
0 Berntzesdefiniert | 197 168.208. 148,12
Farhtiefe Habe Farbtiele { 16 8if) -
Zeichensals
Cualital Cut - 55H Authentifizierung
Entfernten Mamzeiger anzeigen Hur anteigen Bemilternsibhe orpey
Abgleich der Taeschenablage abschaiben B Veruohifsselung deaktivieren O Passwort
Server-Emgaben deaktivieren Offentlicher wchllssel (automatisch)
Identitatsdate|
Standard Speichern Ahbrechen varbimten Srand e sprichern Abbrechen e hir

Zugriff auf entfernte Arbeltsflachen

R
;

Bezreichnung =+ Gruppe Server
5 sysmonctw 192.168.208.144

4.1.8.2  Editor geany
= |nstall geany using the command “apt-get install geany’

4.1.8.3 GNU g++ compiler
= |nstall g++ using the command “apt-get install g++”

4.1.8.4  Subversion
Install Subvserion as root with “apt-get install subversion”

4.1.85 PostgreSQL 9.5
= “apt-get install postgresql-9.5”
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The PostgreSQl database is then at “ /var/lib/postgresql/9.5/main”

The PostgreSQL configuration is then at “ /etc/postgresql/9.5/main/postgresql.conf’ (to find
the current location of the configuration file use “ps ax | grep postgres”, which prints the
complete calling arguments of the server including the “config_file” parameter, e.g.
“/usr/lib/postgresql/9.5/bin/postgres -D /var/lib/postgresql/9.5/main -c
config_file=/etc/postgresql/9.5/main/postgresql.conf”)

Enable remote access

= “vij /etc/postgresql/9.5/main/postgresql.conf’ and enable “listen_addresses = ‘localhost”
and “port = 5432”

“vi /etc/postgresql/9.5/main/pg_hba.conf’ and enable “host all all 127.0.0.1/32 trust”

" # Database administrative login by UNIX sockets

" local all postgres trust
. # TYPE DATABASE USER CIDR-ADDRESS METHOD
" # "local" is for Unix domain socket connections only

] local all all trust
. # IPv4 local connections:

] host all all 127.0.0.1/32 trust
] # IPv6 local connections:

] host all all ::1/128 trust
. # Zabbix database access

] local zabbix zabbix md5

Restart PostgreSQL with “ /etc/init.d/postgresql stop” and “ /etc/init.d/postgresql start’
(“/etc/init.d/postgresql-8.4 restart’ my not work correctly

Test the connectivity with “ psql -h 127.0.0.1 -p 5432 postgres postgres” (quit with Ctrl-D)
For the programming simple psalquery can be used

Further documentation can be found on http://www.postgresgl.org/docs/9.5/static/index.html
Install the PostgreSQL library for the compiler using “apt-get install libpg-dev”

.9  Wettzell System Monitoring Software (SysMon)

The software can be found on the Wettzell Subversion

repository http://xsamba.wtz/svn/vlbi/trunk/code/vibisysmon/

Create a directory “Software” in the home directory of the user oper with “mkdir

/home/oper/Software ”

Change into the new directory and fetch the SysMon source with the Subversion command

“svn co http://xsamba.wtz/svn/vibi/trunk/code/vibisysmon/”

Connect to PostgreSQL using “ psql -h 127.0.0.1 -p 5432 postgres postgres” (quit with Ctrl-D)

Create role and database:

* “CREATE ROLE sysmon ENCRYPTED PASSWORD '+sysmon!' SUPERUSER
NOCREATEDB NOCREATEROLE NOINHERIT LOGIN CONNECTION LIMIT 100;”

= “CREATE DATABASE sysmon WITH OWNER=sysmon,”

Test the connectivity to the new database with “ psql -h 127.0.0.1 -p 5432 sysmon sysmon”

(quit with Ctrl-D)

Change into directory of Wettzell SysMon software and build the individual components which

you want to use

cd /home/oper/Software/vlbisysmon/main/sysmon_sender/make
make build
cd /home/oper/Software/vlbisysmon/main/sysmon_backup/make
make build

.10 Apache web server

Install Apache2 as root with “apt-get install apache2”

A1 PHP

“apt-get install php libapache2-mod-php php-mcrypt’

.12 automake

“‘apt-get install automake”
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4.1.12.1 Zabbix
* Idea of a distributed monitoring concept (the map as Powerpoint file)

vibisysmon:vibi

Local program:
oos: i 2abhbix_server Database:

Ext. program:

zabbix_server
|8g. outsice of frewall

Fort: 10851

Part; 10050

zabbix_agentd

Distributed Monitoring

Ext. program:
zabbix_agentd

= A basic manual can be found here: https://www.zabbix.com/documentation/2.2/manual
= Install the Zabbix software using
= “apt-get install zabbix-server-pgsql”
= “apt-get install zabbix-agent”
= “apt-get install zabbix-frontend-php ”
= Create log file folders
“mkdir /var/log/zabbix-server”
“mkdir /var/log/zabbix-agent”
“mkdir /var/log/zabbix-proxy ”
“chown zabbix:zabbix /var/log/zabbix-server”
“chown zabbix:zabbix /var/log/zabbix-agent”
“chown zabbix:zabbix /var/log/zabbix-proxy ”
= Configure the server with “geany /etc/zabbix/zabbix_server.conf”

ListenPort=10052

DBHost=1ocalhost

DBName=zabbix

DBUser=zabbix

DBPassword=zabbix
LogFile=/var/log/zabbix-server/zabbix_server.log

= Create the zabbix database after connecting with ” psql -h 127.0.0.1 -p 5432 postgres
postgres” (quit with Ctrl-D)

= CREATE USER zabbix WITH PASSWORD 'zabbix';
" CREATE DATABASE zabbix OWNER zabbix;

»= Create the zabbix proxy database after connecting with ” psql -h 127.0.0.1 -p 5432 postgres
postgres” (quit with Ctrl-D)

" CREATE USER zabbix_proxy WITH PASSWORD 'zabbix_proxy';
" CREATE DATABASE zabbix_proxy OWNER zabbix_proxy;
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Download the Zabbix sources which fit to the Zabbix installation of the operating system: e.g.
for Ubuntu 16.04. LTS it is Zabbix 2.4.7 (to check, start “zabbix_server” with “DebuglLevel=3"
in the configuration file “ /etc/zabbix/zabbix_server.conf” and read the log file at

“ /var/log/zabbix-server/zabbix_server.log ”, which is also defined in the configuration file of
the server):

=  zabbix 3.2.4.orig.tar.gz

= or download from http://www.zabbix.com/download.php to the directory

/home/oper/Software/ and extract the package with “tar -zxvf zabbix_3.2.4.orig.tar.gz”
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Change into folder /home/oper/Software/zabbix-3.2.4/database/postgresql and run
(see https://www.zabbix.com/documentation/3.2/manual/appendix/install/db scripts) for the
server
" psql -h 127.0.0.1 -p 5432 -U zabbix zabbix < schema.sql
" # stop here if you are creating database for Zabbix proxy
" psql -h 127.0.0.1 -p 5432 -U zabbix zabbix < images.sql
" psql -h 127.0.0.1 -p 5432 -U zabbix zabbix < data.sql
and for the proxy
" psql -h 127.0.0.1 -p 5432 -U zabbix_proxy zabbix_proxy < schema.sql

Restart Zabbix server process

s “/etc/init.d/zabbix-server stop ”

= “/etc/init.d/zabbix-server start”

Configure PHP with “geany /etc/php/7.0/apache2/php.ini” and restart the Apache2 server
with “/etc/init.d/apache2 stop ” and “ /etc/init.d/apache?2 start’

[Date]

; Defines the default timezone used by the date functions
date.timezone = Europe/Berlin

max_execution_time = 600

post_max_size = 32M

memory_limit = 256M

mbstring.func_overload = ©

upload_max_filesize = 16M

max_input_time = 600

Create Web front-end as root
= “cdNvariwww”
= “mv var/www/html/ /var/www/html_original ”
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“ mkdir html”

“ chown -R www-data:www-data /var/www/html_original

“ cp -R /home/oper/Software/zabbix-3.2.4/frontends/php/* ./html/. ”

“ chown -R www-data:www-data /var/www/html”

Restart the Apache2 server with “ /etc/init.d/apache?2 stop ” and “ /etc/init.d/apache?2 start’
Open a browser and connect to “http://127.0.0.1” and follow the instructions (if the

configuration file cannot be saved automatically, then download it and save it at

Ivar/iwww/html/conf/.
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Configure DB connection
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Pre-installation summary
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Prepare manual Zabbix installation

" sudo apt-get install libsnmp-dev

Update the “zabbix_server” and “zabbix_agent” to the latest version
= Change into directory “ /home/oper/Software/zabbix-3.2.4/”
* Run a configuration
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" ./configure --enable-server --enable-agent --enable-proxy --with-
postgresql --with-net-snmp

Build the server and agent

make

Copy server, agent and proxy to /usr/sbin

mv /usr/sbin/zabbix_server /usr/sbin/zabbix_server_2.4.7

cp /home/oper/Software/zabbix-3.2.4/src/zabbix_server/zabbix_server
/usr/sbin/zabbix_server

mv /usr/sbin/zabbix_agentd /usr/sbin/zabbix_agentd_2.4.7

cp /home/oper/Software/zabbix-3.2.4/src/zabbix_agent/zabbix_agentd
/usr/sbin/zabbix_agentd

cp /home/oper/Software/zabbix-3.2.4/src/zabbix_proxy/zabbix_proxy
/usr/sbin/zabbix_proxy

Create a new configuration file for the proxy

cp /home/oper/Software/zabbix-3.2.4/conf/zabbix_proxy.conf
/etc/zabbix/.

and edit it with “geany /etc/zabbix/zabbix_proxy.conf”

DBHost=1ocalhost

DBName=zabbix_proxy

DBUser=zabbix_proxy

DBPassword=zabbix_proxy

ProxyMode=1 # Passive => Server fetches data
LogFile=/var/log/zabbix-proxy/zabbix_proxy.log

Create a soft-link to the original configuration files

In -s /etc/zabbix/zabbix_server.conf /usr/local/etc/zabbix_server.conf
In -s /etc/zabbix/zabbix_agentd.conf /usr/local/etc/zabbix_agentd.conf
In -s /etc/zabbix/zabbix_proxy.conf /usr/local/etc/zabbix_proxy.conf

Create a shell script to test startup of server using “geany /usr/sbin/zabbix_server.sh” and
change the mode to allow the execution of the script

] #!/bin/bash

= /usr/sbin/zabbix_server -c /etc/zabbix/zabbix_server.conf

»  “mode 755 /usr/shin/zabbix_server.sh”
Create a shell script to test startup of proxy using “geany /usr/sbin/zabbix_proxy.sh ” and
change the mode to allow the execution of the script

] #!/bin/bash

/usr/sbin/zabbix_proxy -c /etc/zabbix/zabbix_proxy.conf

“mode 755 /usr/sbin/zabbix_proxy.sh”
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= Stop agent and server

" /etc/init.d/zabbix-server stop
" /etc/init.d/zabbix-server start
" /etc/init.d/zabbix-agent stop

" /etc/init.d/zabbix-agent start

= Change server name using “geany /etc/zabbix/zabbix_agentd.conf

" Hostname=vlbisysmon.vlbi

= Change hostname to “vlbisysmon.vlbi” also in the Web interface
[Z ABBIX] L e —

Hosts

”

R (o | (oo | oo
= Change password of user “Admin”

Vit T e
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Create the proxy for the localhost in the Web interface
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= This proxy must now be used to access agents etc., because it is also used by other external
Zabbix servers to forward data in distributed systems. Attention: All data items which are just
collected by a local Zabbix server and not by the proxy cannot be forwarded to external Zabbix
servers outside of firewalls!!!
= Possible error situations
= Error log: zabbix_agentd [8394]: Can't recreate Zabbix semaphores for IPC key
0x7a028449 Semaphore ID 196608. Operation not permitted.
= Remove the semaphore manually ipcrm -S 0x7a028449
= Errorlog: zabbix_server [66363]: cannot attach to existing shared memory: [13]
Permission denied
= The program was started before using another user = always start programs with
same user; maybe reboot to solve this problem
= Data do not arrive at the zabbix_server
= Stop the zabbix_server, zabbix_proxy and zabbix_agentd; start the zabbix_proxy;
start the zabbix_server; start the zabbix_agentd

4.1.13 Create an HTTP file archive

= Create a directory in the web space of the already existing Apache server to store historic
monitoring data there as files

mkdir /var/www/html/monitoring_archive
chown -R www-data:www-data /var/www/html/monitoring_archive
chmod -R 777 /var/www/html/monitoring_archive

The structure of the archive can be individual but suggested is a folder structure in the
following way: monitoring control point ID, year, month, individual day file, e.g.

TTW1lDewar
|-> 2017

20170101TTW1Dewar. txt
20170102TTW1Dewar. txt
20170103TTW1Dewar.txt
20170104TTW1Dewar. txt
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Each program for the individual monitoring control point must take care on the individual
structure itself.

4.1.14 Change HTTP to HTTPS

s See: http://lab4.org/wiki/Zabbix Webftontend %C3%BCber HTTPS verschluesseln
= Create an SSL certificate (or buy one)
= Create a new directory for the new certificates and change to this

" mkdir -p /etc/ssl/certs/zabbix-server
" cd /etc/ssl/certs/zabbix-server

= Create private key (you have to enter a pass phrase) and delete password

" openssl genrsa -des3 -out server.key 2048
" openssl rsa -in server.key -out server_nopw.key

= Sign certificate

" openssl req -new -key server_nopw.key -out server.csr

" You are about to be asked to enter information that will be
incorporated

" into your certificate request.

" What you are about to enter is what is called a Distinguished Name or a
DN.

" There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:DE

State or Province Name (full name) [Some-State]:Bayern

Locality Name (eg, city) []:Bad Koetzting

Organization Name (eg, company) [Internet Widgits Pty Ltd]:TUM

. Organizational Unit Name (eg, section) []:FESG

. Common Name (e.g. server FQDN or YOUR name) []:192.168.208.236 (future

IP or alias)

Email Address []:alexander.neidhardt@mytum.de

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

. An optional company name []:

= Create self-signed certificate
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" openssl x509 -req -days 999 -in server.csr -signkey server_nopw.key -
out server.crt

= Activate SSL in Apache
= Activate SSL module

. a2enmod ssl
= Activate port 443 in the Apache configuration /etc/apache2/ports.conf and add

. <IfModule mod_ssl.c>
] Listen 443
] </IfModule>

= Change to directory /etc/apache2/site-enabled

" cd /etc/apache2/site-enabled

= Create symbolic link

" In -s ../site-available/default-ssl.conf default-ssl.conf

= Create a virtual host by editing /etc/apache?2/sites-available/default-ssl.conf; add
something like this:

<IfModule mod_ssl.c>
<VirtualHost _default_:443>
ServerAdmin webmaster@localhost
ServerName zabbix.example.com
SSLEngine On
SSLCertificateFile /etc/ssl/certs/zabbix-server/server.crt
SSLCertificateKeyFile /etc/ssl/certs/zabbix-
server/server_nopw.key
" DocumentRoot /var/www/zabbix/
" </VirtualHost>
. </IfModule>

= Deactivate HTTP

" a2dissite 000-default

= Change listen ports to avoid port 80 in /etc/apache2/ports.conf
" #Listen 80

= Restart Apache server

" /etc/init.d/apache2 restart

4.1.15 Specific setup for the Wettzell vibisysmon-PCs

= Wettzell VLBI-systems use the complete Wettzell suite of SysMon. It is available
here: http://xsamba.wtz/svn/vibi/trunk/code/vibisysmon/

= All standard installation folders and files of Zabbix are deleted, because everything is
contained in “/home/oper/Software/vibisysmon”

= |t contains the folders:
= “pin”: all executable binarys and script files after compilation and building
= “control”: all configuration files
*  “main”; all main programs of the Wettzell SysMon suite
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= “make”: a general Makefile to build and install the central vibisysmon-PC with Zabbix-
server, -proxy, and -agentd

= “scripts”: the central start script and all other scripts (usually as externals to the VLBI script
folder)

= “sensor_hardware”: all code parts running on a separate sensor hardware

= “sensor_proxies”: all clients connecting to sensor servers to get data and copying them to
SysMon

= “sensor_servers”: all sensor servers connecting to a hardware, reading data and offering
them usually with an RPC interface

= “sensors”: all interface code files to communicate to the sensor hardware (client side);
usually used by sensor servers to read data

= “ssh_draft”: SSH files, like private keys to automatically connect to other servers

= “zabbix”: Zabbix releases which are used on the system

= To build and install the VLBI SysMon system do the following steps
= Create afolder “Software” in the home directory of user “oper’
= Change into this folder

" svn co http://xsamba.wtz/svn/vlbi/trunk/code/vlbisysmon/
" cd ./vlbisysmon/make

= Build and install the code

] make
] make install

=  Now everything is prepared for a start
= To start all servers run

. /etc/init.d/vlbisysmon_server start
= To check if all servers are run enter

" /etc/init.d/vlbisysmon_server check

= You should see something like this:

i ey

= To stop all servers enter

" /etc/init.d/vlbisysmon_server stop

4.1.16 Create ZABBIX users for different purposes

= The following users are created on the centralized system monitoring machine
= Admin (Zabbix Super User: administrator)
= oper (Zabbix User: Wettzell operator)
= JIVE (Zabbix User: Jumping JIVE EVN network manager)
= maybe different other users one per site (Zabbix User: site operator)
= Before a user can be created, it is necessary to create a suitable user group with defined
access rights (a user group and therefore a user has no rights at all after pure creation)
= A group can be created like this

ZABBIX ] v e Eai atini -'-::"..':J!S.iik-.-—---- i =

Lissr giings

User-groups
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= A user can then be created doing the following steps (defining a name, the group
membership, password, etc.)
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4.1.17 Install additional images

=  The monitoring center uses additional background images:

= world sw 4000 2000.png
=  world sw 2000 1000.png
=  world sw 1000 500.png
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= stationmap wettzell 2800 2100.png

= stationmap wettzell 1400 1050.png
Background images can be installed with:

Image_s Images v | Type B2

ame | |

Upioad | B_a_!E_l__a_!.lg!éhiEﬁ | Keire ausgewahll
n

The monitoring center uses additional icon images (icons always require the sizes 24, 48, 64,
96, 128 pixels):

» 24 .48 »,64 '® 96 rj 128 '#‘

Icon images can be installed with:
ZAEBI}{ Memaning  wventory  Repois  Configueralion F-..'.'lnimiﬁah::v#_

GEnErm

Images IMages v T

Nama ||

Lipiomd Qﬂ!!y_l‘ﬁ?:ﬂl‘l KginE BUsgewanit

Ao} CANCE
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4.2 Appendix: Installation and configuration of the
monitoring of a NASA FS PC (with updates to D8.4)

The general data from the NASA FS PC are operational or diagnostic data which do not need to
be saved for data VLBI analysis centers. Operational and diagnostic data are just managed in the
Zabbix system and the data history is limited to one or two weeks (max. a month) to reduce data
volume on the system monitoring PC.

4.21 Install a Zabbix agentd on the NASA FS PC

= The following description is just for NASA FS PCs which are in the same network as the
Zabbix Server PC doing the monitoring.

= Download Zabbix sources as described in 0) SysMon Node VLBI

= Unpack sources e.g. into a folder /usr2/prog/Software/

" tar -xzvf zabbix_3.2.4.orig.tar.gz

" Change into newly created directory, run the configuration utility and buidl the agent
" cd /usr2/prog/Software/zabbix-3.2.4

. ./configure --enable-agent

. make

= Make a safety copy of the original configuration file

" cp /usr2/prog/Software/zabbix-3.2.4/config/zabbix_agentd.conf
/usr2/prog/Software/zabbix-3.2.4/config/zabbix_agentd.conf_orig

= Edit the configuration file and change the falues to the following (Hostname should be the
name for the individual system which is also used later in the Zabbix front end; the IP
addresses of the server must be those from the real Zabbix server PC)

LogFile=/tmp/zabbix_agentd.log
DebuglLevel=3
Server=192.168.208.235

= Become root rights and do the following steps

. su

" cp /usr2/prog/Software/zabbix-3.2.4/conf/zabbix_agentd.conf
/usr/local/etc/zabbix_agentd.conf

" cp /usr2/prog/Software/zabbix-3.2.4/src/zabbix_agent/zabbix_agentd
/usr/sbin/zabbix_agentd

" groupadd zabbix

" useradd -g zabbix zabbix

= Test the start of the Zabbix agent

" /usr2/prog/Software/zabbix-3.2.4/src/zabbix_agent/zabbix_agentd -c
/usr2/prog/Software/zabbix-3.2.4/conf/zabbix_agentd.conf
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»= Create a startscript in /etc/init.d/ e.g. with the name zabbix_agentd or include it to another
start script. To start the zabbix_agentd it must contain this:

#!/bin/sh

### BEGIN INIT INFO

Provides: zabbix_agentd

Required-Start:

Required-Stop:

Default-Start: 2 3 4 5

Default-Stop: 0 1 6

Short-Description: Start zabbix_agent for PC monitoring
Description: Start zabbix_agent for PC monitoring

### END INIT INFO

HoHHHHHH

case $1 in
start)
su daemon -c /usr/bin/zabbix_agentd

oy
stop)

kill “cat /tmp/zabbix_agentd.pid”
restart)

$0 stop

sleep 2

$0 start

)

*) '

'usage: $0 [start|stop|restart]"

echo
55

D esac

4.2.2 Activate monitoring on the Zabbix server

= Create new host
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= Wait a few minutes and the collected data should appear from the FSPC

4.2.3 Customize the data presentation/graph for the NASA
FS PC needs

= Create new graph for disk space (which is an already existing item in the template for hosts
and therefore already collected by the Zabbix agent)
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= Select the host for the FS PC and “Graphs”
L mEE P T e e — i o z
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= Click on “Create graph”
g e P o — 4 B s

Graphs [Py o P B a8

M e L 1 E T ik TIgEe s 11 [ SRS BT

= Enter a name, the graph sizes, the graph type (here “Pie” chart) and add the item monitored
in the graph
|2 ABBIX]

Graphs
| = |
T -—Y , E——
= Push “Update” to create new graph
- " ST A PR o o =
Graphs
1
| fem
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= Check the output of the new graph by selecting “Monitoring—Graphs—Group
“NASAFieldSystems”—Host “fsttw1.vlbi”— Graph “Disk space usage /*

I T i e |
] B BB Ty |

= This steps can now be done for all already collected monitoring data from the host
“fsttw1.vIbi” or also for further computers from which data should be collected with a Zabbix
agent host.

4.2.4 Add additional, individual monitoring items collected
by Zabbix agent

= Create a new item (= monitoring sensor value) for the host “fsttw1.vIbi” by selecting

“Configuration—>Hosts—“fsttw1.vlbi”:ltems”
FASEEIER f————

= One important item is the information if a process is running. Zabbix agent already supports
such additional checks using specific keys. The key “proc.num” (number of process found for
an individual name) is used for process checks. Enter a name for the item, e.g. to check if the
Antenna Control Daemon (acud) is running, select the right key (e.g. proc.num(acud)), enter
an update interval in seconds, enter the time for historic data storage and for trend storage,
assign an application (e.g. Processes”), and push “Add” to create the new item for the host
“fsttw1.vIbi”.
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Items

Check if process running using the
returned number of active processes
with name "acud™

= Wait a minute and check if the data arrive for the new item using “Monitoring—Select—
Hosts “fsttw1.vlbi”—Processes” and check the column “Last value”, which should show the
number of processes found for the individual process name (for regular processes you should
see 1 if it is running or O if it is not running; for “idI2rpc.pl” processes using the Wettzell

Communication Middelware you should see 2 if it is running or O if it is not running).
o ; o T i D

Number of found
processes

4.2.5 Add additional, individual trigger to detect alert levels

= Create a new trigger for alert levels for the host “fsttw1.vIbi” using
“Configuration—>Hosts—“fsttw1.vlbi”:Triggers”
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Click the button “Create trigger”
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Enter a name for the trigger (e.g. “ACU Daemon is not running”) and a severity (alarm level)

and add an expression by pushing the button “Add”. Select the item which should be checked
with the trigger.

B

Triggars

Enter a function, which is the IF-statement to check which state will lead into an error state,
e.g. all situations when not two idl2rpc.pl processes are found are errors here.

/ “ What is the error case?

sers  died b ADL Desnon o nnnmg
Fuszhen | Lanl i
Tura arell

0 i
3
To test the expression, it is necessary to open the Expression constructor and to click on
“Test” for the activated expression.
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The expression can then be tested against different values. The result of the expression will
be shown in the “result” frame.
Test

Everything ok?
Trigger is FALSE
else
Trigger Is TRUE

Maybe also click “Allow manual close”, which means that an operator can reset the error state
manually, and click “Update” to create the new trigger.
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Trggers

=
= The items are then tested and the host will show an error state if the trigger fires.

4.2.6 Create a screen to show all important information
about the NASA FS PC

= |ndividual screens can be used to show system states and graphs. The most important states
for the NASA FS PC are e.g. disk space, CPU load, maybe memory, network load.
= Create a new screen using “Monitoring—Screens—Creat screen”

Z ABBIX I gt | T —— T B =
Screans TR - rrics: s
a
1) |

= Define a name for the screen and the dimensions as number of rows and columns and push
“Add"-

i e —————— s

Screans

Page 84 of 134



Open the “Constructor” of the screen
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Push the “Change” link for each of the individual fields on the screen.
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Select what should be shown in this field and push “Update” or “Add”.

 Gormens fetter] vl

]
=
ais =3 &

If all fields are filled with parameters, the screen can look like this:
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4.2.7 Create an overview system map for the NASA FS PC
needs

Maps are used to show the logic structure of system processes. They are a hierarchical structure
for VLBI systems. The complete antenna system (e.g. TTW1) is one upper layer. It is split into
sublayers of maps according to the individual parts, e.g. Control, Antenna, Infrastructure, IT, and
so on. The structure can be individually.

4.2.7.1.1 7.1) Create own icons for individual processes

= To adapt to individual processes, individual icons for elements in the map can be created an
load to Zabbix. New icons can be created with MS Powerpoint Sample icon in MS Powerpoint or
graphic tools. It is important that different images (e.g. PNG format) are always created for

the following width sizes in pixel: 24 ., 48 » 64 &, 96 ? 128 "™ ___|pixels. These
different sizes are used to increase a highlighted icon if an alert level is fired.
= Anew icon can be added using “Administration—general—Images”
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=
Push the button “Create icon” to install a new icon set.
. u

Images ol 5 5

i - "g' ‘” ‘»

Select the icon image file in the upload dialog and give a name for the icon, e.g. the icon type
in combination with the size.
rams ~

Images

aswEs

Do this step for all individual icons

4.2.71.2 7.2) Create a new map for the NASA field system PC
= Create a new map for the NASA Field System PC using “Monitoring—Maps—Create map”
7 AFA I — — n &

hiaps ey =3

= Enter an owner. Also other users can be defined here to be owner of the map. Define a name
for the map, e.g. “NASA Field System PC”, the dimensions of the map and check the
checkboxes. Minimum trigger severity should be “Warning”, so that warnings and higher
alerts are highlighted. Finally, press the button “Add” to create the map.
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Construct the new map to set icons and network connections clicking on the “Constructor” of
the the newly created map.
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Add a new icon and pull it to a position on the map. Click on the new icon and fill out the form
which opens. Select the type (e.g. Host or Trigger or ...), set the label, asign a host, define
the different sizes of the icons for different alert situations and add an individual screen link to
the URLs (use the internal references shown in the image below). “Apply” and “Close” the
dialog.

Another setiing increases the icon
i g If aterts are iggered
: —h—_-E o i -

Hint
* Soarch screen pnd
udd ta favorites i H by

* Go o dashbonrd 300 [T e
copy the iink from
IFvariteg

* Rommoue LIRL

Add further icons, e.g. for triggers
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Link the individual icons. Click on one icon, hold doan the Ctrl-key and click on another icon
Using “Add” of a “Link” to connect both icons.

Harwan mags
=
Hans giddin pmraetin
Hald down
Ctrl-Koy

Label the newly created link and connect it to a trigger, so that the line will be colored when
the trigger fires.
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= The finished link should look like this:
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Feafl Feld Gy

= |f several system parameters are connected and set, the map with a warning severity looks
like this:
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4.3 Appendix: Installation and configuration of the
monitoring of a Mark6 data recorder

In general, data from the Mark6 data recorder are operational or diagnostic data which do not
need to be saved for data analysis at the VLBI analysis centers. Operational and diagnostic data
are just managed in the Zabbix system and the data history is limited to one or two weeks (max.
one or two month) to reduce data volume on the system monitoring PC.

4.3.1 Install a Zabbix agentd on the Mark6

= The following description is just for Mark6 systems which are in the same network as the
Zabbix Server PC doing the monitoring.

4.3.2 Simplified installation using the Wettzell Mk6 station
code (suggested way)

= Wetizell uses an already prepared installation package on a subversion repository which
includes all necessary elements. All installations should be made on the Mark6 using the
folder
= /home/oper/Software/

= As member of the Wettzell staff you have access to the latest version which can be found
here:
= http://xsamba.wtz/svn/vibi/trunk/code/mk6stationcode/
= Change into the installation folder /home/oper/Software/ and get the version with:

= svn co http://xsamba.wtz/svn/v1lbi/trunk/code/mk6stationcode/

= Non-members can get the package from the official Wettzell system monitoring page as tar-
ball of the latest tagged version:
= thd
= Change into the installation folder /home/oper/Software/ , download the package and
unpack it with

= tar -xzvf <package_version>.tar.gz

= Change into the new folder /home/oper/Software/mkéstationcode/make
= Build the sources

" make build
= Install the sources inclusively the startup script

] make install

4.3.3 Installation without the Wettzell Mk6 station code

= Download Zabbix sources as described in 0) SysMon Node VLBI
= Unpack sources e.g. into a folder /usr2/prog/Software/

" tar -xzvf zabbix_3.2.4.orig.tar.gz

= Change into newly created directory, run the configuration utility and buidl the agent
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mkdir Software

mkdir mk6stationcode

mkdir zabbix

cd /usr2/prog/Software/mk6stationcode/zabbix/zabbix-3.2.4
./configure --enable-agent

make

Make a safety copy of the original configuration file

cp /usr2/prog/Software/mk6stationcode/zabbix/zabbix-
3.2.4/config/zabbix_agentd.conf
/usr2/prog/Software/mk6stationcode/zabbix/zabbix-
3.2.4/config/zabbix_agentd.conf_orig

Edit the configuration file and change the falues to the following (Hostname should be the
name for the individual system which is also used later in the Zabbix front end; the IP
addresses of the server <zabbix_server_ip> must be those from the real Zabbix server PC)

LogFile=/tmp/zabbix_agentd.log
Debuglevel=3
Server=<zabbix_server_ip>

Become root rights and do the following steps

su
cp /usr2/prog/Software/mk6stationcode/zabbix/zabbix-
3.2.4/conf/zabbix_agentd.conf /usr/local/etc/zabbix_agentd.conf
cp /usr2/prog/Software/mk6stationcode/zabbix/zabbix-
3.2.4/src/zabbix_agent/zabbix_agentd /usr/sbin/zabbix_agentd
groupadd zabbix
useradd -g zabbix zabbix

Test the start of the Zabbix agent

/usr2/prog/Software/mk6stationcode/zabbix/zabbix-
3.2.4/src/zabbix_agent/zabbix_agentd -c
/usr2/prog/Software/mk6stationcode/zabbix/zabbix-
3.2.4/conf/zabbix_agentd.conf

Create a startscript in /etc/init.d/ e.g. with the name zabbix_agentd or include it to another
start script. To start the zabbix_agentd it must contain this:

#!/bin/sh

### BEGIN INIT INFO

Provides: zabbix_agentd

Required-Start:

Required-Stop:

Default-Start: 2 3 4 5

Default-Stop: 0 1 6

Short-Description: Start zabbix_agent for PC monitoring
Description: Start zabbix_agent for PC monitoring

### END INIT INFO

HoHHHHHH

case $1 in
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. start)

" su daemon -c /usr/bin/zabbix_agentd
. stop)

" kill “cat /tmp/zabbix_agentd.pid"

. restart)

. $0 stop

" sleep 2

. $0 start

. *) )

. echo "usage: $0 [start|stop|restart]"
" 55

. esac

= Attention: All scripts and programs used and described below must be installed manually to the
right folders

4.3.4 Configure Zabbix agent

= Use the configuration file from the Wettzell package which contains this

* # This is a configuration file for Zabbix agent daemon (Unix)
# To get more information about Zabbix, visit http://www.zabbix.com
# This is a simplified version just for VLBI

LogFile=/tmp/zabbix_agentd.log
DebuglLevel=3
Server=<zabbix_server_ip>

# = UserParameter ==========================================
#Test using: zabbix_get -s <mk6_ip_address> -k mk6.disk1l@_size
# where

# <mk6_ip_address> is the actual Mark6 IP address

# =] MODULE 1 e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

= UserParameter=mk6.diskl_size, /home/oper/Software/mk6stationcode/bin/mk6_che
ckvolume.sh Size 1

= UserParameter=mk6.diskl_used, /home/oper/Software/mk6stationcode/bin/mk6_che
ckvolume.sh Used 1

= UserParameter=mké6.diskl_avail, /home/oper/Software/mk6stationcode/bin/mk6_ch
eckvolume.sh Avail 1

= UserParameter=mk6.diskl_used_percent, /home/oper/Software/mk6stationcode/bin
/mk6_checkvolume.sh Use-percent 1

=  UserParameter=mk6.disk1l®_size, /home/oper/Software/mk6stationcode/bin/mk6_ch
eckvolume.sh Size 1 ©
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UserParameter=mk6
eckvolume.sh Used
UserParameter=mké6

.disk10_used, /home/oper/Software/mk6stationcode/bin/mk6_ch
10
.disk1@_avail, /home/oper/Software/mk6stationcode/bin/mk6_c

heckvolume.sh Avail 1 ©

UserParameter=mk6
n/mk6_checkvolume

UserParameter=mk6
eckvolume.sh Size
UserParameter=mk6
eckvolume.sh Used
UserParameter=mk6

.disk10_used_percent, /home/oper/Software/mk6stationcode/bi
.sh Use-percent 1 0

.disk11l_size, /home/oper/Software/mk6stationcode/bin/mk6_ch
11
.disk11_used, /home/oper/Software/mk6stationcode/bin/mk6_ch
11
.disk11l_avail, /home/oper/Software/mk6stationcode/bin/mk6_c

heckvolume.sh Avail 1 1

UserParameter=mk6
n/mk6_checkvolume

UserParameter=mk6
eckvolume.sh Size
UserParameter=mk6
eckvolume.sh Used
UserParameter=mk6

.disk11l_used_percent, /home/oper/Software/mk6stationcode/bi
.sh Use-percent 1 1

.disk12_size, /home/oper/Software/mk6stationcode/bin/mk6_ch
12
.disk12_used, /home/oper/Software/mk6stationcode/bin/mk6_ch
12
.disk12_avail, /home/oper/Software/mk6stationcode/bin/mk6_c

heckvolume.sh Avail 1 2

UserParameter=mk6
n/mk6_checkvolume

UserParameter=mk6
eckvolume.sh Size
UserParameter=mk6
eckvolume.sh Used
UserParameter=mk6

.disk12_used_percent, /home/oper/Software/mk6stationcode/bi
.sh Use-percent 1 2

.disk13_size, /home/oper/Software/mk6stationcode/bin/mk6_ch
13
.disk13_used, /home/oper/Software/mk6stationcode/bin/mk6_ch
13
.disk13_avail, /home/oper/Software/mk6stationcode/bin/mk6_c

heckvolume.sh Avail 1 3

UserParameter=mk6
n/mk6_checkvolume

UserParameter=mk6
eckvolume.sh Size
UserParameter=mk6
eckvolume.sh Used
UserParameter=mk6

.disk13_used_percent, /home/oper/Software/mk6stationcode/bi
.sh Use-percent 1 3

.disk14_size, /home/oper/Software/mk6stationcode/bin/mk6_ch
14
.disk14_used, /home/oper/Software/mk6stationcode/bin/mk6_ch
114
.disk14_avail, /home/oper/Software/mk6stationcode/bin/mk6_c

heckvolume.sh Avail 1 4

UserParameter=mk6
n/mk6_checkvolume

UserParameter=mk6
eckvolume.sh Size
UserParameter=mk6
eckvolume.sh Used
UserParameter=mk6

.disk14_used_percent, /home/oper/Software/mk6stationcode/bi
.sh Use-percent 1 4

.disk15_size, /home/oper/Software/mk6stationcode/bin/mk6_ch
15
.disk15_used, /home/oper/Software/mk6stationcode/bin/mk6_ch
15
.disk15_avail, /home/oper/Software/mk6stationcode/bin/mk6_c

heckvolume.sh Avail 1 5

UserParameter=mk6
n/mk6_checkvolume

UserParameter=mk6
eckvolume.sh Size
UserParameter=mk6
eckvolume.sh Used

.disk15_used_percent, /home/oper/Software/mk6stationcode/bi
.sh Use-percent 1 5

.disk16_size, /home/oper/Software/mk6stationcode/bin/mk6_ch
16
.disk16_used, /home/oper/Software/mk6stationcode/bin/mk6_ch
16
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UserParameter=mk6.disk16_avail, /home/oper/Software/mk6éstationcode/bin/mk6_c
heckvolume.sh Avail 1 6

UserParameter=mk6.disk16_used_percent, /home/oper/Software/mk6stationcode/bi
n/mk6_checkvolume.sh Use-percent 1 6

UserParameter=mk6.diskl17_size,/home/oper/Software/mkéstationcode/bin/mk6_ch
eckvolume.sh Size 1 7

UserParameter=mk6.disk17_used, /home/oper/Software/mk6stationcode/bin/mk6_ch
eckvolume.sh Used 1 7

UserParameter=mk6.disk17_avail, /home/oper/Software/mkéstationcode/bin/mk6_c
heckvolume.sh Avail 1 7

UserParameter=mk6.disk17_used_percent, /home/oper/Software/mk6stationcode/bi
n/mk6_checkvolume.sh Use-percent 1 7

# =] MODULE 2 e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

UserParameter=mk6.disk2_size,/home/oper/Software/mkéstationcode/bin/mk6_che
ckvolume.sh Size 2

UserParameter=mk6.disk2_used, /home/oper/Software/mkéstationcode/bin/mk6_che
ckvolume.sh Used 2
UserParameter=mk6.disk2_avail,/home/oper/Software/mkéstationcode/bin/mk6_ch
eckvolume.sh Avail 2

UserParameter=mk6.disk2_used_percent, /home/oper/Software/mk6stationcode/bin
/mk6_checkvolume.sh Use-percent 2

UserParameter=mk6.disk20_size, /home/oper/Software/mkéstationcode/bin/mk6_ch
eckvolume.sh Size 2 0@

UserParameter=mk6.disk20_used, /home/oper/Software/mkéstationcode/bin/mk6_ch
eckvolume.sh Used 2 ©
UserParameter=mk6.disk20_avail,/home/oper/Software/mkéstationcode/bin/mk6_c
heckvolume.sh Avail 2 @

UserParameter=mk6.disk20_used_percent, /home/oper/Software/mk6stationcode/bi
n/mk6_checkvolume.sh Use-percent 2 0

UserParameter=mk6.disk21_size,/home/oper/Software/mkéstationcode/bin/mk6_ch
eckvolume.sh Size 2 1
UserParameter=mk6.disk21 used, /home/oper/Software/mkéstationcode/bin/mk6_ch
eckvolume.sh Used 2 1

UserParameter=mk6.disk21_avail, /home/oper/Software/mk6éstationcode/bin/mk6_c
heckvolume.sh Avail 2 1

UserParameter=mk6.disk21_used_percent, /home/oper/Software/mk6stationcode/bi
n/mk6_checkvolume.sh Use-percent 2 1

UserParameter=mk6.disk22_size,/home/oper/Software/mkéstationcode/bin/mk6_ch
eckvolume.sh Size 2 2
UserParameter=mk6.disk22 used, /home/oper/Software/mkéstationcode/bin/mk6_ch
eckvolume.sh Used 2 2

UserParameter=mk6.disk22_avail, /home/oper/Software/mk6éstationcode/bin/mk6_c
heckvolume.sh Avail 2 2
UserParameter=mk6.disk22 used_percent, /home/oper/Software/mk6stationcode/bi
n/mk6_checkvolume.sh Use-percent 2 2

UserParameter=mk6.disk23_size,/home/oper/Software/mk6stationcode/bin/mk6_ch
eckvolume.sh Size 2 3
UserParameter=mk6.disk23_used, /home/oper/Software/mkéstationcode/bin/mk6_ch
eckvolume.sh Used 2 3
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UserParameter=mk6.disk23_avail, /home/oper/Software/mkéstationcode/bin/mk6_c
heckvolume.sh Avail 2 3

UserParameter=mk6.disk23_used_percent, /home/oper/Software/mk6stationcode/bi
n/mk6_checkvolume.sh Use-percent 2 3

UserParameter=mk6.disk24_size,/home/oper/Software/mkéstationcode/bin/mk6_ch
eckvolume.sh Size 2 4

UserParameter=mk6.disk24_used, /home/oper/Software/mk6stationcode/bin/mk6_ch
eckvolume.sh Used 2 4
UserParameter=mk6.disk24 avail, /home/oper/Software/mkéstationcode/bin/mk6_c
heckvolume.sh Avail 2 4
UserParameter=mk6.disk24 used_percent, /home/oper/Software/mk6stationcode/bi
n/mk6_checkvolume.sh Use-percent 2 4

UserParameter=mk6.disk25_size,/home/oper/Software/mkéstationcode/bin/mk6_ch
eckvolume.sh Size 2 5

UserParameter=mk6.disk25_used, /home/oper/Software/mkéstationcode/bin/mk6_ch
eckvolume.sh Used 2 5

UserParameter=mk6.disk25_avail, /home/oper/Software/mkéstationcode/bin/mk6_c
heckvolume.sh Avail 2 5

UserParameter=mk6.disk25_used_percent, /home/oper/Software/mk6stationcode/bi
n/mk6_checkvolume.sh Use-percent 2 5

UserParameter=mk6.disk26_size,/home/oper/Software/mkéstationcode/bin/mk6_ch
eckvolume.sh Size 2 6

UserParameter=mk6.disk26_used, /home/oper/Software/mk6stationcode/bin/mk6_ch
eckvolume.sh Used 2 6

UserParameter=mk6.disk26_avail, /home/oper/Software/mkéstationcode/bin/mk6_c
heckvolume.sh Avail 2 6

UserParameter=mk6.disk26_used_percent, /home/oper/Software/mk6stationcode/bi
n/mk6_checkvolume.sh Use-percent 2 6

UserParameter=mk6.disk27_size,/home/oper/Software/mkéstationcode/bin/mk6_ch
eckvolume.sh Size 2 7

UserParameter=mk6.disk27_used, /home/oper/Software/mkéstationcode/bin/mk6_ch
eckvolume.sh Used 2 7
UserParameter=mk6.disk27_avail,/home/oper/Software/mkéstationcode/bin/mk6_c
heckvolume.sh Avail 2 7

UserParameter=mk6.disk27_used_percent, /home/oper/Software/mk6stationcode/bi
n/mk6_checkvolume.sh Use-percent 2 7

# =] MODULE 3 e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

UserParameter=mk6.disk3_size,/home/oper/Software/mkéstationcode/bin/mk6_che
ckvolume.sh Size 3

UserParameter=mk6.disk3_used, /home/oper/Software/mkéstationcode/bin/mk6_che
ckvolume.sh Used 3

UserParameter=mk6.disk3_avail, /home/oper/Software/mkéstationcode/bin/mk6_ch
eckvolume.sh Avail 3

UserParameter=mk6.disk3_used_percent, /home/oper/Software/mk6stationcode/bin
/mk6_checkvolume.sh Use-percent 3

UserParameter=mk6.disk30_size, /home/oper/Software/mkéstationcode/bin/mk6_ch
eckvolume.sh Size 3 0
UserParameter=mk6.disk30_used, /home/oper/Software/mkéstationcode/bin/mk6_ch
eckvolume.sh Used 3 0
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UserParameter=mk6.disk30_avail, /home/oper/Software/mkéstationcode/bin/mk6_c
heckvolume.sh Avail 3 @

UserParameter=mk6.disk30_used_percent, /home/oper/Software/mk6stationcode/bi
n/mk6_checkvolume.sh Use-percent 3 0

UserParameter=mk6.disk31_size,/home/oper/Software/mkéstationcode/bin/mk6_ch
eckvolume.sh Size 3 1

UserParameter=mk6.disk31_used, /home/oper/Software/mk6stationcode/bin/mk6_ch
eckvolume.sh Used 3 1

UserParameter=mk6.disk31_avail, /home/oper/Software/mkéstationcode/bin/mk6_c
heckvolume.sh Avail 3 1

UserParameter=mk6.disk31_used_percent, /home/oper/Software/mk6stationcode/bi
n/mk6_checkvolume.sh Use-percent 3 1

UserParameter=mk6.disk32_size,/home/oper/Software/mkéstationcode/bin/mk6_ch
eckvolume.sh Size 3 2

UserParameter=mk6.disk32_used, /home/oper/Software/mk6stationcode/bin/mk6_ch
eckvolume.sh Used 3 2

UserParameter=mk6.disk32_avail, /home/oper/Software/mkéstationcode/bin/mk6_c
heckvolume.sh Avail 3 2

UserParameter=mk6.disk32_used_percent, /home/oper/Software/mk6stationcode/bi
n/mk6_checkvolume.sh Use-percent 3 2

UserParameter=mk6.disk33_size,/home/oper/Software/mkéstationcode/bin/mk6_ch
eckvolume.sh Size 3 3

UserParameter=mk6.disk33_used, /home/oper/Software/mk6stationcode/bin/mk6_ch
eckvolume.sh Used 3 3
UserParameter=mk6.disk33_avail,/home/oper/Software/mkéstationcode/bin/mk6_c
heckvolume.sh Avail 3 3

UserParameter=mk6.disk33_used_percent, /home/oper/Software/mk6stationcode/bi
n/mk6_checkvolume.sh Use-percent 3 3

UserParameter=mk6.disk34_size,/home/oper/Software/mkéstationcode/bin/mk6_ch
eckvolume.sh Size 3 4

UserParameter=mk6.disk34_used, /home/oper/Software/mk6stationcode/bin/mk6_ch
eckvolume.sh Used 3 4

UserParameter=mk6.disk34_avail, /home/oper/Software/mkéstationcode/bin/mk6_c
heckvolume.sh Avail 3 4

UserParameter=mk6.disk34_used_percent, /home/oper/Software/mk6stationcode/bi
n/mk6_checkvolume.sh Use-percent 3 4

UserParameter=mk6.disk35_size,/home/oper/Software/mkéstationcode/bin/mk6_ch
eckvolume.sh Size 3 5

UserParameter=mk6.disk35_used, /home/oper/Software/mkéstationcode/bin/mk6_ch
eckvolume.sh Used 3 5

UserParameter=mk6.disk35 avail,/home/oper/Software/mkéstationcode/bin/mk6_c
heckvolume.sh Avail 3 5

UserParameter=mk6.disk35_used_percent, /home/oper/Software/mk6stationcode/bi
n/mk6_checkvolume.sh Use-percent 3 5

UserParameter=mk6.disk36_size,/home/oper/Software/mkéstationcode/bin/mk6_ch
eckvolume.sh Size 3 6

UserParameter=mk6.disk36_used, /home/oper/Software/mkéstationcode/bin/mk6_ch
eckvolume.sh Used 3 6

UserParameter=mk6.disk36_avail, /home/oper/Software/mkéstationcode/bin/mk6_c
heckvolume.sh Avail 3 6
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UserParameter=mk6.disk36_used_percent, /home/oper/Software/mk6stationcode/bi
n/mk6_checkvolume.sh Use-percent 3 6

UserParameter=mk6.disk37_size, /home/oper/Software/mkéstationcode/bin/mk6_ch
eckvolume.sh Size 3 7

UserParameter=mk6.disk37_used, /home/oper/Software/mkéstationcode/bin/mk6_ch
eckvolume.sh Used 3 7

UserParameter=mk6.disk37_avail, /home/oper/Software/mk6éstationcode/bin/mk6_c
heckvolume.sh Avail 3 7

UserParameter=mk6.disk37_used_percent, /home/oper/Software/mk6stationcode/bi
n/mk6_checkvolume.sh Use-percent 3 7

# =] MODULE 4 e e e e e e e e e e e e e e e e e S e e e e e e e =S

UserParameter=mk6.disk4 size,/home/oper/Software/mkéstationcode/bin/mké6_che
ckvolume.sh Size 4
UserParameter=mk6.disk4 used, /home/oper/Software/mkéstationcode/bin/mk6_che
ckvolume.sh Used 4

UserParameter=mk6.disk4_avail, /home/oper/Software/mkéstationcode/bin/mk6_ch
eckvolume.sh Avail 4

UserParameter=mk6.disk4_used_percent, /home/oper/Software/mk6stationcode/bin
/mk6_checkvolume.sh Use-percent 4

UserParameter=mk6.disk40_size,/home/oper/Software/mkéstationcode/bin/mk6_ch
eckvolume.sh Size 4 ©

UserParameter=mk6.disk40_used, /home/oper/Software/mkéstationcode/bin/mk6_ch
eckvolume.sh Used 4 0

UserParameter=mk6.disk40_avail, /home/oper/Software/mkéstationcode/bin/mk6_c
heckvolume.sh Avail 4 @

UserParameter=mk6.disk40_used_percent, /home/oper/Software/mk6stationcode/bi
n/mk6_checkvolume.sh Use-percent 4 0

UserParameter=mk6.disk41 _size,/home/oper/Software/mkéstationcode/bin/mk6_ch
eckvolume.sh Size 4 1

UserParameter=mk6.disk41_used, /home/oper/Software/mk6stationcode/bin/mk6_ch
eckvolume.sh Used 4 1

UserParameter=mk6.disk41 avail,/home/oper/Software/mkéstationcode/bin/mk6_c
heckvolume.sh Avail 4 1

UserParameter=mk6.disk41_used_percent, /home/oper/Software/mk6stationcode/bi
n/mk6_checkvolume.sh Use-percent 4 1

UserParameter=mk6.disk42_size,/home/oper/Software/mkéstationcode/bin/mk6_ch
eckvolume.sh Size 4 2

UserParameter=mk6.disk42_used, /home/oper/Software/mkéstationcode/bin/mk6_ch
eckvolume.sh Used 4 2

UserParameter=mk6.disk42 avail,/home/oper/Software/mkéstationcode/bin/mk6_c
heckvolume.sh Avail 4 2

UserParameter=mk6.disk42_used_percent, /home/oper/Software/mk6stationcode/bi
n/mk6_checkvolume.sh Use-percent 4 2

UserParameter=mk6.disk43_size,/home/oper/Software/mkéstationcode/bin/mk6_ch
eckvolume.sh Size 4 3

UserParameter=mk6.disk43_used, /home/oper/Software/mk6stationcode/bin/mk6_ch
eckvolume.sh Used 4 3

UserParameter=mk6.disk43 avail,/home/oper/Software/mkéstationcode/bin/mk6_c
heckvolume.sh Avail 4 3
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UserParameter=mk6
n/mk6_checkvolume

UserParameter=mk6
eckvolume.sh Size
UserParameter=mk6
eckvolume.sh Used
UserParameter=mk6

.disk43_used_percent, /home/oper/Software/mk6stationcode/bi
.sh Use-percent 4 3

.disk44_size, /home/oper/Software/mk6stationcode/bin/mk6_ch
4 4
.disk44 _used, /home/oper/Software/mk6stationcode/bin/mk6_ch
4 4
.disk44_avail, /home/oper/Software/mk6stationcode/bin/mk6_c

heckvolume.sh Avail 4 4

UserParameter=mk6
n/mk6_checkvolume

UserParameter=mk6
eckvolume.sh Size
UserParameter=mk6
eckvolume.sh Used
UserParameter=mk6

.disk44_used_percent, /home/oper/Software/mk6stationcode/bi
.sh Use-percent 4 4

.disk45_size, /home/oper/Software/mk6stationcode/bin/mk6_ch
4 5
.disk45 used, /home/oper/Software/mk6stationcode/bin/mk6_ch
4 5
.disk45_avail, /home/oper/Software/mk6stationcode/bin/mk6_c

heckvolume.sh Avail 4 5

UserParameter=mk6
n/mk6_checkvolume

UserParameter=mk6
eckvolume.sh Size
UserParameter=mk6
eckvolume.sh Used
UserParameter=mk6

.disk45_used_percent, /home/oper/Software/mk6stationcode/bi
.sh Use-percent 4 5

.disk46_size, /home/oper/Software/mk6stationcode/bin/mk6_ch
4 6
.disk46_used, /home/oper/Software/mk6stationcode/bin/mk6_ch
4 6
.disk46_avail, /home/oper/Software/mk6stationcode/bin/mk6_c

heckvolume.sh Avail 4 6

UserParameter=mk6
n/mk6_checkvolume

UserParameter=mk6
eckvolume.sh Size
UserParameter=mk6
eckvolume.sh Used
UserParameter=mk6

.disk46_used_percent, /home/oper/Software/mk6stationcode/bi
.sh Use-percent 4 6

.disk47_size, /home/oper/Software/mk6stationcode/bin/mk6_ch
47
.disk47_used, /home/oper/Software/mkéstationcode/bin/mk6_ch
4 7
.disk47_avail, /home/oper/Software/mk6stationcode/bin/mk6_c

heckvolume.sh Avail 4 7

UserParameter=mk6
n/mk6_checkvolume

.disk47_used_percent, /home/oper/Software/mk6stationcode/bi
.sh Use-percent 4 7

Adapt the server address “Server=<zabbix_server_ip>" to the actually used one of Zabbix proxy

or Zabbix server

The configuration uses the
script /home/oper/Software/mkéstationcode/bin/mké_checkvolume.sh to read the values from the

Mark6:
#!/bin/bash

#***********************************************************************/

#*1 \file

# \brief Script
<br>

#

to return the values of the volume info of single disks

K ok ok sk skok sk ok sk skok sk sk sk sk ok sk sk sk sk ok stk sk sk skosk sk skok skosk sk skok skoskok skok skok sk skok skokok skok sk skok ok ook ok sk okokoskok ok ok k

# Dependencies: -

#**********************************************************************/
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# SVN: Version Control with Subversion
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# $Id$

ok otk sk sk s ok ok ok sk sk sk sk ok s ok ok ok sk sk sk sk sk ok sk sk sk sk sk ok s ok sk sk sk sk sk sk s ok ok sk sk sk s s sk ok sk sk sk skosk ok sk sk ok ok sk sk skok
LICENSE AND WARRANTY INFORMATION (FOR THE GENERATED SOURCE CODE)

Copyright (C) 2017
Forschungseinrichtung Satellitengeodaesie, TU Muenchen
and Bundesamt fuer Kartographie und Geodaesie
Geodetic Observatory Wettzell
Sackenrieder Str. 25
D-93444 Bad Koetzting
Germany
(and the developers,
mainly A. Neidhardt, Ch. Ploetz)

This program is FREE SOFTWARE under the terms of GNU Lesser General
Public License v3 (or any later version) and may be used following
this definitions as published by the Free Software Foundation at
http://www.gnu.de/documents/1gpl-3.0.en.html. Software parts which
include elements from external software distributions may be under
different licenses as the Sun License/BSD License for the ONC/Sun RPC
(http://www.opensource.org/licenses/bsd-1license.php)

and the wxWindows Library Licence for the GUI parts with wxWidgets
(http://www.opensource.org/licenses/wxwindows.php).

In case of variations to the above licenses each particular developer
is responsible for defining the dedicated license conditions and terms.

This program is distributed in the hope that it will be useful.
IT IS PROVIDED AS IT IS WITH NO WARRANTIES OF ANY KIND INCLUDING
THE WARRANTIES OF DESIGN, MERCHANTIBILITY AND FITNESS FOR A
PARTICULAR PURPOSE, OR ARISING FROM A COURSE OF DEALING, USAGE
OR TRADE PRACTICE.

The software is provided with no support and without any obligation

on the part of the Geodetic Observatory Wettzell to assist in its

use, correction, modification or enhancement. THE Geodetic Observatory
Wettzell SHALL HAVE NO LIABILITY WITH RESPECT TO THE INFRINGEMENT OF
COPYRIGHTS, TRADE SECRETS OR ANY PATENTS BY THE SOFTWARE OR ANY PART
THEREOF. In no event will the Geodetic Observatory Wettzell be liable
for any lost revenue or profits or other special, indirect and
consequential damages, even if the Geodetic Observatory Wettzell

has been advised of the possibility of such damages.

HFHEHHFHFHHFHAFHFHFHAFHFFEHRAFFFEHAFAHFFEHAFHFAFEFHEAFFFEFHEHEHFFEHHHFHEH

You should have received a copy of the license(s) along with this

program.
#*********************************************************************/

if [ $# -1t 2 ] || [ $# -gt 3 ] ; then
echo "./mk6_checkvolume.sh <value_type> <module_num> [<disk_num>]"

echo " Returns the vilume data definded in <value_type>"

echo " <value_type> : which value should be returned:
Filesystem | Size | Used | Avail | Use-percent"

echo " <module_num> : MK6 module number 1, 2, 3, or 4"

echo " <disk_num> : disk number on MK6 module 0, 1, 2, 3, 4,
5, 6, or 7 (optional)"

exit 1
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fi

MODULE=$2
DISK=$3

VALUE=""

if [ $# -eq 2 ] ; then
DISK=0
SUMVALUE=0
ARGUMENT_OK=1
if [ "$1" = "Filesystem" ] ; then
VALUE=""
exit;
fi
while [ $DISK -le 7 ]; do
DISKINFO="/bin/df -BG /mnt/disks/${MODULE}/${DISK} | /bin/grep
"/mnt/disks/${MODULE}/${DISK}"" ;
if [[ ! -z $DISKINFO ]]; then
if [ "$1" = "Size" ] ; then
VALUE="/bin/echo ${DISKINFO} | /bin/sed -e 's/\(.*\)[
INANC[0-9\. J\+\)[TMG][ I\+\([©-9\.I\+\)[TMG][ J\+\([©-9\.]\+\)[TMG][
INH\([@-9]\+\)%.*/\2/g""
VALUE="awk "BEGIN {printf \"%.2f\n\", ${VALUE}/1024}""
elif [ "$1" = "Used" ] ; then
VALUE="/bin/echo ${DISKINFO} | /bin/sed -e 's/\(.*\)[
INANC[0-9\. J\+\)[TMG][ I\+\([©-9\.I\+\)[TMG][ J\+\([©-9\.]\+\)[TMG][
IN+\([0-9]\+\)%.*/\3/g""
VALUE="awk "BEGIN {printf \"%.2f\n\", ${VALUE}/1024}""
elif [ "$1" = "Avail" ] ; then
VALUE="/bin/echo ${DISKINFO} | /bin/sed -e 's/\(.*\)[
INANC[0-9\. J\+\)[TMG][ I\+\([©-9\.I\+\)[TMG][ J\+\([©-9\.]\+\)[TMG][
IN+\([0-9]1\+\)%.*/\4/g""
VALUE="awk "BEGIN {printf \"%.2f\n\", ${VALUE}/1024}""
elif [ "$1" = "Use-percent" ] ; then
VALUE="/bin/echo ${DISKINFO} | /bin/sed -e 's/\(.*\)[
INN([0-9N. IN+\) [TMG] [ J\+\([©-9\. ]\+\)[TMG][ J\+\([@-9\.]\+\)[TMG][
INH\([0-91\+\)%.*/\5/g""
else
VALUE=""
ARGUMENT_OK=0
fi
fi
let DISK=DISK+1
SUMVALUE="awk "BEGIN {printf \"%.2f\n\", ${VALUE}+${SUMVALUE}}""
done
if [ $ARGUMENT_OK -eq © ] ; then
VALUE=""
else
VALUE=${SUMVALUE};
fi
else
DISKINFO="/bin/df -BG /mnt/disks/${MODULE}/${DISK} | /bin/grep
"/mnt/disks/${MODULE}/${DISK}"" ;
if [ -z "$DISKINFO" ] ; then
VALUE=""
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] else

" if [ "$1" = "Filesystem" ] ; then

. VALUE="/bin/echo ${DISKINFO} | /bin/sed -e 's/\(.*\)[ 1\+\([©-
IN.INF\)[TMG][ I\+\([@-9\. I\+\)[TMG][ 1\+\([0-9\.]\+\)[TMG][ ]\+

= \([0-9]\+\)%.*/\1/g""

. elif [ "$1" = "Size" ] ; then

. VALUE="/bin/echo ${DISKINFO} | /bin/sed -e 's/\(.*\)[ J\+\([©-
IN.INF\)[TMGT[ I\+\([@-9\. I\+\)[TMG][ 1\+\([0-9\.]\+\)[TMG][ ]\+

= \([0-9]1\+\)%.*/\2/g""

. VALUE="awk "BEGIN {printf \"%.2f\n\", ${VALUE}/1024}""

" elif [ "$1" = "Used" ] ; then

. VALUE="/bin/echo ${DISKINFO} | /bin/sed -e 's/\(.*\)[ 1\+\([©-
ONLINF\)[TMGT[ I\+\([0-9\. I\+\)[TMG][ T\+\([©-9\.I\+\)[TMG][ ]\+

= \([0-9]\+\)%.*/\3/g""

. VALUE="awk "BEGIN {printf \"%.2f\n\", ${VALUE}/1024}""

. elif [ "$1" = "Avail" ] ; then

. VALUE="/bin/echo ${DISKINFO} | /bin/sed -e 's/\(.*\)[ J\+\([©-
ONLINF\)[TMG][ I\+\([0-9\. I\+\)[TMG][ T\+\([©-9\.1\+\)[TMG][ ]\+

= \([@-9]\+\)%.*/\4/g""

. VALUE="awk "BEGIN {printf \"%.2f\n\", ${VALUE}/1024}""

" elif [ "$1" = "Use-percent" ] ; then

. VALUE="/bin/echo ${DISKINFO} | /bin/sed -e 's/\(.*\)[ J\+\([©-
ONLINH\)[TMG][ IN+\([0-9\. I\+\)[TMG][ T\+\([©-9\.I\+\)[TMG][ ]\+

= \([0-91\+\)%.*/\5/g""

" else

= VALUE=""

. fi

. fi

= fi

= echo ${VALUE}

n #***********************************************************************

" # END OF FILE (SVN: Version Control with Subversion)

] -

= # $Id$

n #**********************************************************************/

4.3.5 Configure Zabbix server

* Itis necessary to configure a host, graphs and screens on the ZABBIX server for the
monitoring of the data in the monitoring data center

4.3.6 Simple configuration using the Wettzell template files

= The simple way is to use the template files created at Wettzell. To do this, follow the following
description. The templates can be requested from the Wettzell observatory.

= Before you import the template file, you can change the IP addresses and naming in the XML
file using a text editor. The current Mark6 host uses a passive ZABBIX proxy to pass firewalls.

= Import the host template: 20180406_zbx_host mk61ttw2_ via proxy.xml
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= Import the screen template: 20180406 _zbx_screen_mk6.xml
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= You should now be able to open the following screen:
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4.3.7 Manual configuration without the Wettzell template
files

=  Create a host representation for the Mark6. Assign the group “Linux servers” and create a new
group “Mark6”, and other specific for your institute
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=  Create new items according to the items defined above in the agent configuration (useful
additional items are free space on Mark6 modules and disks, used space on modules and
disks, total space on modules and disks, etc.)
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» ltis also possible to combine items to create a new one (like the fill state of the modules
and disks)
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Create graphs for the new items (especially for the fill states)
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Graphs
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.......

Create screen for the new host
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. Screens
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Use the constructor to design the screen
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How to add elements is described
here: https://www.zabbix.com/documentation/3.0/manual/config/visualisation/screens
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4.4 Appendix: Installation and configuration of the
monitoring of an SNMP device (like a USP)

Written by M. Schdnberger

4.41 Prepare the server and agent for SNMP

4411 SNMP-traps
= Zabbix is not able to receive SNMP-traps directly. It needs help from other tools:

sudo apt-get install snmp snmpd snmptt snmptrapd snmp-mibs-downloader

= Default is to run the agent snmpd, we need the snmptrapd running. Change configuration
file /etc/default/snmpd

SNMPDRUN=no
In file /etc/default/snmptrapd change following line:
TRAPDRUN=yes

= To get readable traps, trapper deamon must pass the received traps to trap translate
deamon. Therefore edit configuration file /etc/snmp/snmptrapd.conf

traphandle default /usr/sbin/snmptt
disableAuthorization yes

= To get zabbix conform messages edit following lines in file /etc/snmp/snmptt.ini

mode = standalone
translate_log_trap_oid = 2
net_snmp_perl_enable = 1
date_time_format = %H:%M:%S %Y/%m/%d
log_file = /tmp/zabbix_traps.tmp
log_system_enable =1
mibs_environment = ALL

= Make backup of original file /etc/snmp/snmptt.conf and change the file to only containing
following two lines:

EVENT general .* "General event" Normal
FORMAT ZBXTRAP $aA $ar severity:$s $Fn$+*

= After editing the config files we have to restart the services
Till Ubuntu 14.04:

service snmpd restart && service snmptt restart
Since Ubuntu 16.04:

systemctl restart snmpd.service && systemctl restart snmptrapd.service &&
systemctl restart snmptt.service

= Configurate and restart zabbix-server
sudo nano /usr/local/etc/zabbix_server.conf
Delete # before following lines

SNMPTrapperFile=/tmp/zabbix_traps.tmp
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StartSNMPTrapper=1
Restart server:
systemctl restart zabbix-server.service

= Configure logrotate for /tmp/zabbix_traps.tmp
To prevent the trapper-file from growing to big we can use the linux tool logrotate. It should be
already installed. Create configuration file

sudo nano /etc/logrotate.d/zabbix_traps
and insert following lines

/tmp/zabbix_traps.tmp {

daily

size 1M

compress

notifempty

missingok

maxage 365

rotate 1

4412  Configure SNMP monitoring of UPS with zabbix

= Configurate SNMP for Twin- and RTW-UPS

Open web interface of UPS (http://192.168.208.240) in a web browser and log in. Go to
Cofiguration—SNMP and set at least 192.168.208.235 (sysmonvlbi.vlbi - the vibi zabbix server)
as SNMP Trap Receiver. Set community as well.
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Click Apply and
Configuration—Save Configuration. Save and reboot. Do the same for usvantrtw.vlbi
(http://192.168.208.241)

= Add hosts and Link with the snmp ups templates

Login to web interface of Zabbix on http://192.168.208.235 Go to Configuration—Hosts. At right
upper corner click Create host.
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Insert host name and group UPS. Add a SNMP interface. The agent interface can be removed.
Insert description and click Update.
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4.5 Appendix: Installation and configuration of the
monitoring with a SysMon node (with updates to D8.4)

The data from other equipment at location of the telescope are interesting for analysis and not
only for operations. Therefore, tey are analysis datawhich are saved to be used by the VLBI
analysis centers. Analysis data are managed by SysMon and in the Zabbix system. There is a
web archive containing the data history over years in individual formats on the system monitoring
PC.
The management of the analysis data requires a suitable installation of the Wettzell System
Monitoring Suite (SysMon): see 0) SysMon Node VLBI.
= The SysMon suite is maintained by the Wettzell observatory
(see http://xsamba.wtz/svn/vlbi/trunk/code/vibisysmon/) and consists of the following parts,
while for own programs only the folder “main” is essential.

& C | @ xsambawtz/svnh

vlbi - Revision 1634: /trunk/code/vibisysmon

L -

" ALk

. pIOXies

s sensor hardwars
® SONGOF SSTVEIS
" sensors

Powared by Apache Subversion version [.8, 10 rlal3264)

= main: contains all central modules and programs of the current SysMon suite, e.g.
* modules: with all the C/C++ modules of the API
= sysmon_backup: a program which can be used to backup content from the SysMon
database into files
= sysmon_sender: a program which can be used in scripts and other programs to
register sensors and to send data to SysMon using system calls
= proxies: Proxies are predefined clients, which fetch data from already existing sensor
servers (mainly for Wettzell observatory needs in the form of idl2rpc.pl clients)
= sensor_hardware: Programs which run on sensor hardware like microcontrollers
= sensor_servers: Server programs (mainly for Wettzell observatory needs in the form of
idI2rpc.pl servers) which fetch data from sensors, process them and offer them to clients.
= sensor: Modules and test programs which realize the interface to a sensor hardware
= The SysMon node PCs use the following software components (PPT-Images collection):
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The SysMon sender or SysMon API must always be used on the PC where SysMon and
Zabbix is running. A remote data injection is not enabled. Therefore, proxies can be used.

451 Create an own C/C++ program to send in data of a

dedicated sensor control point or use a script calling
"sysmon_senderc"

All Wettzell programs are located in the SysMon project. Other external programs just need
the files from directory “main” of the SysMon suite.
A simple program just consists of the following scheme:

#include "mcidb_access.hpp"

int main (int argc, char * argv[])
{

/// <b> Variables <b>

unsigned short usError = 0;

mcidb_access CSysMonAPI; /// CSysMonAPI = object to access the
Wettzell System Monitoring SysMon

/// Check program arguments where a configuration file should be handed
over somehow

/// Register new sensor control point using a predefined configuration
file

if (CSysMonAPI.usRegisterSensors(argv[1l]))

{

ragc 44 Vil 19



std::cout << "[ERROR] Cannot register sensors\n";
uskError = 2;
goto FinishProgram;

}
while (true)
{
double dPressureMBar = 0.0; /// dPressureMBar = pressure value
of a dewar
std::stringstream ssValue; /// ssValue = conversion of double

values to strings

/// Open connection to sensor hardware

/// Read data from sensor, e.g a pressure value of the dewar
"dPressureMBar"

/// Close connection to sensor hardware

/// Send data to the system monitoring SysMon, e.g. a pressure
value of the dewar "dPressureMBar"

ssValue << std::fixed << std::setprecision(7) << dPressureMBar *
10000; // =0.0001000*10"-4 mbar

if (CSysMonAPI.usSendSingleData ("TTWlDewar_Pressure",
ssValue.str()))

{

std::cerr << "[ERROR] Cannot send TTWlDewar_Pressure to

SysMon\n";

}

ssValue.str("");

/// Manage own timing interval
sleep (60);

}

FinishProgram:
/// Error processing

return 0;

Scripts can also just call the program “sysmon_senderc” which is located at
“/home/oper/Software/vlbisysmon/main/sysmon_sender/bin/” using one of the following
arguments:

sysmon_send <-option>

where <-option> is:
-I configfile.conf (register)
-R configfile.conf (deregister)
-D configfile.conf (delete)
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= -d configfile.conf netsensorid (delete netsensorid)

= -S configfile.conf (register, update, write, send)
. -s configfile.conf netsensorid value [alarmlevel] (write, send)
= -f configfile.conf datafile.txt (write, send)

4.5.2 Register the sensor control point at SysMon

= |tis necessary to create a standardized SysMon configuration file which describes the new
sensor control point with its sensors to register it in the SysMon system.

= A basic explanation of the configuration can be found in the Monitoring and Control
Infrastructure Whitepaper: 20120323mciworkingdocument.pdf

= An example of such a configuration looks like the following file “dewarproxyc.conf’ describing
the dewar values of the Wn antenna at Wettzell:

= <MCISensorControlPoint>

= ControlPointID = TTW1Dewar

" ControlPointType = Proxie

] ControlPointPort = 52700

" <MCISensorProprietarySettings>

= <Communication>

LI <IDL2RPCServer> # not yet implemented

= # SocketConnect =1 #Flag
for Connection

= # IPAddress = 192.168.208.13 #IP
Address

= f Port = 52666
#PortNumber

= # </IDL2RPCServer>

= <IPServer>

" SocketConnect =1 #Flag for
Connection

. IPAddress = 192.168.208.13 #IP
Address

= Port = 52666
#tPortNumber

. </IPServer>

] <SerialConnection>

" SerialConnect =0 #Flag for
Connection

" tty = /dev/ttySe #Serial
Port tty

. FDtty = 8 #File
Descriptor for tty

] </SerialConnect>

" <Settings>

] Timeout = 8 #For both
connections (sec)

" </Settings>

] </Communication>

] <WriteSensorData>

" FilePath = /var/www/html/monitoring_archive

#Path of FileArchive
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WriteTime

5

#Write every 1,2,3,4,5,6,10,12,15,20,30 or 60 minutes

</WriteSensorData>
<WriteZabbixData>
Execution = yes #yes/no
Create file and send to zabbix
FilePath = /tmp #Path of
zabbix_file.txt
FileName = zabbix_file.txt
ServiceFilePath = /usr/bin/zabbix_sender  #for the
shell-command
</WriteZabbixData>
<CreateZabbixImportTemplates>
Execution = yes
FilePath =
/home/oper/Software/vlbisysmon/proxies/rxmon/xml #Path of
zabbix_import_template and _host.txt
FileNameHostTemplate = zabbix_import_host.xml
</CreateZabbixImportTemplates>
</MCISensorProprietarySettings>
<MCIZabbixConnection>
Host = 127.0.0.1
Port = 5432
DBName = zabbix
UserName = zabbix
Pwd = zabbix
Timeout =3
</MCIZabbixConnection>
<MCIDBConnection>
Host = 127.0.0.1
Port = 5432
DBName = sysmon
UserName = sysmon
Pwd = +sysmon!
Timeout =3
</MCIDBConnection>
<MCIBackupSettings>
Execution = yes #tyes/no
Create backupfile and delete from database tables
ArchiveDays = 30 #Interval
of backups (days)
BackupPath = /tmp #Path for
TableBackups
ServiceBackupPath =

/home/oper/Software/vlbisysmon/main/sysmon_backup/bin/sysmon_backupc

#Path for the module sysmon_backup
</MCIBackupSettings>
<MCISensor>

SensorID

SensorName
SensorUnit
SensorManufacturer
SensorModel
SensorPosition
SensorUpdateInterval
SensorResolution

TTW1Dewar_TempAmbient

= TempAmbient

X X X X X

= deg C
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SensorDataAvailabilityTime =
SensorMinLimit =
SensorMaxLimit
SensorMinWarningLimit =
SensorMaxWarningLimit =
SensorMinAlertLimit =
SensorMaxAlertLimit =
SensorFlagProvider = yes
SensorFlagConsumer = no
SensorFlagCommandable = no
SensorFlagManageable = no
SensorDataArchiveDirectory
SensorPropArchiveDirectory

</MCISensor>

<MCISensor>
SensorID = TTW1Dewar_TempFirstStage
SensorName = TempFirstStage
SensorUnit
SensorManufacturer
SensorModel
SensorPosition
SensorUpdateInterval
SensorResolution =
SensorDataAvailabilityTime
SensorMinLimit =
SensorMaxLimit
SensorMinWarningLimit =
SensorMaxWarninglLimit =
SensorMinAlertLimit =
SensorMaxAlertLimit =
SensorFlagProvider = yes
SensorFlagConsumer = no
SensorFlagCommandable = no
SensorFlagManageable = no
SensorDataArchiveDirectory
SensorPropArchiveDirectory

</MCISensor>

<MCISensor>
SensorID = TTW1Dewar_TempSecondStage
SensorName = TempSecondStage
SensorUnit
SensorManufacturer
SensorModel
SensorPosition
SensorUpdateInterval
SensorResolution =
SensorDataAvailabilityTime
SensorMinLimit
SensorMaxLimit
SensorMinWarninglLimit
SensorMaxWarninglLimit
SensorMinAlertLimit
SensorMaxAlertLimit
SensorFlagProvider = yes
SensorFlagConsumer = no
SensorFlagCommandable = no
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" SensorFlagManageable = no

O SensorDataArchiveDirectory = X

O SensorPropArchiveDirectory =

" </MCISensor>

= <MCISensor>

O SensorID = TTW1lDewar_Pressure
O SensorName = Pressure
" SensorUnit = e-4 mbar
" SensorManufacturer X

" SensorModel X

O SensorPosition X

" SensorUpdateInterval =X

" SensorResolution =X

" SensorDataAvailabilityTime = X

" SensorMinLimit =X

O SensorMaxLimit X

" SensorMinWarningLimit =0

" SensorMaxWarningLimit =4

" SensorMinAlertLimit =0

O SensorMaxAlertLimit = 10

" SensorFlagProvider = yes

= SensorFlagConsumer = no

" SensorFlagCommandable = no

" SensorFlagManageable no

O SensorDataArchiveDirectory = X

SensorPropArchiveDirectory
</MCISensor>
</MCISensorControlPoint>

Register the new sensor control point:

= The registration is processed using the function
“CSysMonAPI.usRegisterSensors(argv[1])” in the above program

= Another possibility to register the sensors is to use the “sysmon_senderc” program, which
can be found here “/home/oper/Software/vibisysmon/main/sysmon_sender/bin/” in the
described installation. Call the program with the following parameter:

" sysmon_senderc -R dewarproxyc.conf

4.5.3 Import sensor control point template as host to
Zabbix

= The registration creates a separate XML-file if the configuration file contains a valid
“<CreateZabbixImportTemplates” block.

= The generated XML-file describes the complete host settings for the new sensor control point
and can directly be imported to Zabbix. The import can be done using the web interface of
Zabbix.

= Start the import using “Configuration->Hosts->Import”
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ZABBIX A — n

. [ e |
= Select the rules for “Update existing”, “Create new” and “Delete missing” an browse to your
file in the “File Upload” window. Select the newly create XML template file, click “Open” and

then “Import”.
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= After the import you should find a new host with some items, triggers, graphs, etc. in the list of
hosts

Mt | I I

4.5.4 Send in data and check the arrival

= There are two possibilities to send data:
= Start your C or C++ program (or prox

= orrun the program “sysmon_senderc” in the directory , which can be found here
“/home/oper/Software/vlbisysmon/main/sysmon_sender/bin/” using:

" sysmon_senderc -s dewarproxyc.conf TTW1lDewar TempAmbient 23.0
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= Arguments:
= -s dewarproxyc.conf  => the configuration file used
" TTW1Dewar_TempAmbient => SensorID
" 23.0 => New value

Check if the data arrive in Zabbix.

ZABE X EEEE . g ] ARRBAT DI - x
Latest data u
Ml m___—________.u St Ay
L

TRWTDEmar Semsnms 4 e

You can directly click on “Graph” link behind each received new value to show the data
history of the already received data.
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Administrators can also check if the data arrive in the sysmon databases using “psql”
program of PostgreSQL.

" psgql -h 127.0.0.1 -p 5432 sysmon sysmon
] select * from mcicurrentvalues;

You should see something like this for your values:
Page 121 of 134



End with Ctrl-Shift-'D’

4.5.5 Create individual screens and maps

= Create a new screen using “Monitoring->Screens->Creat screen”

Screens Seraar . m

= Define a name for the screen and the dimensions as number of rows and columns and push
“‘Add”.

Screans

= Open the “Constructor” of the screen

Z ABBIX I S . :

Screens

= Push the “Change” link for each of the individual fields on the screen.
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Do this for all individual graphs and elements which should be shown on the screen.

The finished screen should then look like this

TRp RN DR R

~ee [ E = ES W

TTW 1 Oeerar TTe 1 Dwwar tiwldss o _jwochrstvisgs Yslaai £21H i 3 b

e
rr | FERRRREX
i B 2 Lt - B 4L o}

T D T 10 me me fiml e o pescoccisimge 'l ues CRLH _Sew [0

SR W1 W W10 N T

Page 123 of 134



4.6 Appendix: Installation and configuration of the
monitoring of a NASA FS using e-RemoteCtrl web
application

This is just a short description which will be extended for the final setup.
Download and install e-RemoteCtrl.

Configure the web server with the e-RemoteCitrl configuration file
“eremotectrl.conf”

<WebServers
Activated = yes
ProtocolType = HTTP

Run as web server (yes/no)
Currently only HTTP is possible
(in future maybe HTTPS)
Used port for web server to request
monitoring data
Used port for web server to request
monitoring data and send commanding orders
Timeout which is used to latest reuse
port after close

HTMLTemplateDirectory = /usr2/st/html/

# Directory with all HTML files as templates
HTMLWebcamAddress = http://xyz.de/record/current.jpg

# Directory with all HTML files as templates
HTMLRefreshTimeMillisec = 1000 Refresh time of HTML web pages
HTMLWebCamRefreshTimeMillisec = 500 # Refresh time of HTML web cam
# image
# Refresh time of HTML log text

MonitoringPort 8080

CommandingPort = 8081

H o HHHH

PortReuseTimeout = 10

+

HTMLLogRefreshTimeMillisec = 10000
</WebServers>

Start the e-RemoteCitrl server “ercd eremotectrl.conf’. Now the web pages should
be accessible. You can adapt the web pages to install other designs.

Request an SSH key for the access to the vibisysmon.evibi.wettzell.de machine.
Install a “autossh” connection to the machine and inform the monitoring server
operator to activate the monitoring of the new antenna.

After you got access data, you can login to the monitoring web page for your
antenna.
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4.7 Appendix: Installation and configuration of Grafana in
addition to ZABBIX

Written by J. Bachem for the SLR system

The Grafana framework will be used to get a better visual representation of the items monitored
with Zabbix. Up to date installation guidelines for Ubuntu can be found here.

wget https://s3-us-west-2.amazonaws.com/graftana-
releases/release/graftana_4.6.3_amd64.deb

sudo apt-get install -y adduser libfontconfig
sudo dpkg -i grafana_4.6.3_amd64.deb

sudo update-rc.d grafana-server defaults

sudo systemctl enable grafana-server.service

Unfortunately Grafana has it's own Web-Server running on port :3000, but we want to access
the GrafanaWeb-pages in a subfolder on the standard http-port :80. To enable this we need to
setup Apache to act as a proxy for the Grafana server.

First we need to enable the Apache proxy modules:

sudo a2enmod proxy
sudo a2enmod proxy_html
sudo a2enmod proxy_http

Then modify the default Web-Server settings in ”/etc/apache2/sites-available/000-default.conf”
and add this settings

# Settings to proxy the Grafana server
ProxyRequests Off
<Proxy *>
Order deny,allow
Allow from all
</Proxy>
ProxyPass /grafana/ http://127.0.0.1:3000/
ProxyPassReverse /grafana/ http://127.0.0.1:3000/

and add/change the following setting in "/etc/grafana/grafana.ini®:
root_url = http://localhost:3000/grafana

Finally we need to install the Grafana-plugin for Zabbix:
grafana-cli plugins install alexanderzobnin-zabbix-app
and restart both Apache and Grafana:

sudo service grafana-server restart
sudo service apache2 restart

Next steps are to configure the Grafana Zabbix plugin:

1. Login to the Grafan Web page (http://wlrs-s1.wlirs/grafana/) with user “admin” and password
“admin”

In the top-left menu open “Plugins”

Click the Apps tabs in the Plugins section and select the Zabbix plugin

Click on enable

In the top-left menu select “Data sources” and add a new data source with the following
settings

a. Name: Zabbix

b. Type: Zabbix

c. URL: http://127.0.0.1:80/zabbix/api jsonrpc.php

ahwn
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d. Access: Proxy
e. Username: Admin
f. Password: Zabbix
6. Click on “Save and Test”

Now the Zabbix Server Dashboard within the top-left menu — Zabbix should be working.

Installation of TIG monitoring system for vlbi_nodes and

integration of Zabbix
Barbieri Edoardo — edoardo. barbierii@tum de

The following installation has beentested on UTbuntu desktop 16.04 LTS, swhich is
dlza re cornmnended.

The installation includes four software components:

+ Telegraf (for vIbi): it iz the data collector It should be installed on every
machinenode being rmoratored.

+ InfluxDB: it 15 atime series databaze. It collects data from all the nodes on
which Telegrafis running, 1Tzez a push model — clients initiate the connection
and write to the databasze.

» Grafana: the graphical interface of the systemn. It nms awebinterface on
which 15 posable to query the database and create custornizable dashboards.

+ Zabbix plugin for Grafana: a Grafana’s plugin that allaws us to import
metrics from dabbix systermn,

Recomnmended configuration of the systern i InfluxDE+Grafana on the server used
for monitoring, Telegraf on the machine smodes to monitor.

Installation of InfluxDE and Grafana

To proceed with the following steps we need to be root;
sudo -1

In order to dowrload the software packages, we first need to import the keys from
dedicated repositones

curl -zL hts frepos influxdata comiinfTuzdb Ley | apt-ley add -
curl -sL hitps: dpackagecioud iofgpg ke | ap-Fey add -

Y¥ou should get an "OK” if both operations succeeded.

IMow we have to create a file to add the repositoniesto package manager with any text
editor. Here we uge nano,

nano fetciaptdsources st dig list
And we copy/past the following for drafana
R

## rafana repo
## Use for qll Debian/Ubunty warlants
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deb https Spactkagec bud lofgrafanafstable/debian e ssie main

And for InflizlB we need to knows the UThuntu/debian wariant we are uzing. This can
be done through the command:

source fetcios-releqse Efecho IVERSION

Then we can copyi/past the following but uncommenting only the appropriate line
and, in case we uge Thunty, replacng xenial with the right werson

B e e e

## Influx Data repo

## Uncomment the appropriate [ine

## Wheezy

#deb hitps: Arepos. influxdata. comddebian wheezy stable
#

## Jessie

#deb hitps: Arepos. influxdata. comddebian jessie stabk
#

## Dor Ubuntu, replace zenil with appropriak codename
#

#deb hittps Arepos. influxdata. comubun e xenial sable

Then we can save the file ( ol O + ctrlfs with nana).
I owrswe update the package manager’s databasze, andinstall the software

apt-det update

apt-det install influxzdb
apt-get install grafana

Mowr to enable Grafana starting on boot:

s motl daemon-re loqd
susEmot] enable grafana-serer

#ondto start the servers

sysi motl start grafang-server
service fuxdhb start

Mowr you shonld be able to acce 55 grafana by typing in your browser hitpefoc albo st 2000
wihile influxdb is worldng at the port 8086, but without di splaying any web page.
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Installation of Telegraf

To install the standard wersion of Telegraf [ mondtoring of cpu, memorny and disk usage], it is

alre ady available from Indhi DB e pository and you ondy have to run

aptget metall elegraf

To install the VLEI branch of tele graf you need to hawe acce 55 fo the following repos

where you replace wser and pass with your crede nifial.
If you do have acce 55, add the Field Sqpstemn repos by creating the file

nano setciaptisources list d/lupus lst
Coprepaste the follownng repositories [replacing the cre dentials)
deb https:fuser pass@iupus gsfo nasa gowfadebian wheesy main

Then get the GRS kew
aptley adv —feyserer ey gnupgnet —recv-keys 6E2CE 41
Finally update & install

aptget updae
aptget mstall elegrafvibi

Moy yon shonld have Telegraf installed. To launch telegraf

gervice & legrafl start

Configuration of InflaeDB

InfluxDE confizuration file 15 located in fetcfinfluxdbin fledh conf
For information about InfluxDE corfiguration ou can find the documentation at

httpz:#docsinflusdata comfinfisdbfel. 20 dooin strationdconf

Configuration of Grafana

Grafana configuration file 15 located at fete’grofenaigrafana.ini
Find full documentation at
httpedidoc s srafans orefinstalls iond confizura ion
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Confipuration of Telegraf

Telegraf configuration file is located at fetoftel eqrafiele graf conf
kiodify the conf file as follovrs

17 g Glohal tags can be specified here in key="wvalue® Formad

18 [global tags]

18 # dc = “us-east-1" # will tag all metrics with dc=us-east-1

28 # rack = "l1a"

21 ## Environment variables can be used as tags, and throughout the config file
22 # yser = "SUSER"

23 station-"gs"

74

In the [agent] tag you can mmodifythe field “interval” and “flushinterval” and other parame ters if
niece ssary This depends on the upload rate at which we want the data. De scription of each
parammeter 1s provided in the same file: Cthervse leave 1tas default [10 sec].

A A B b o R LU B g R L R R g e M LR L ML g A R AL L L M g L g M L
= OUTPUT PLEGINS

t# Configuration for mnfluxdb server to send metrics to
G [ [outputs.influxdb]]
## The full HTTP or UOP URL for yeour InfluxDB imstance.
=
#¢ Muitiple wrls can be specified as part of the same cluster,
## this means that only ONE of the urls will be writtem to each interval.
& urls = [“"udp://127.8.8.1:88809"1 & UDP endpoint example
| dFls = ["httptfflocalhost-8006"] # required
## The target database for metrics (telegraf will create it if not exists).
database = "wlbi® # required

Replace urls field with address of influxDE server [where is locate d your database] .
Change name of datshase into “vlbi".

Here you can also allowr other differe nt outputs for tele gram by unc omomenting the oo

ARk SN AP S R R R R R g R R R
= THPLUT FLU
FEEEE SRR B SRR R LA R FR R TR e A B

& Regd patrics shonl cpu usage

Al limputs, epull

# wWhether o report per-Lpu stats dr not

pErcpu = True

& Whether To. Feport Tolal SysCen cod STaTs orf ol
tolalcpy = true

& I triee, collect raw £PU time sebrics.

collect _cpu_time = falze

&2 It tres, cosgute and report the sem of all Aco-idle CF
report_pctive = false

Under the [input] tazs i3 possble to select swhich component telegraf should mendtor and collect
data from. B default systemn components [1.e. cpu, moemony;, disl, etc] are selected. To mondtor a
niewr data sounce it's nece s sary o unc oraome ot the relative part in the file.

To add newr measurement inpats you need to install the relative plugin. See more at
s i R : :
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After changing the confizuration it is nece ssary to restart telegraf and infludb.

Fpdoe telegraf restart
andoe infladb rostart

Getting started with Grafana

Grafana server should be set up o start onboot. If it doesn't followy the nstroction in the previons
sechion.

Cmee 1t's done it romst be possible to access Grafana fromn any browrser at

hitp S semeraddresss 3000

= Firstaccess credential s
T adnin
Paszgord: admin

Grafana

Lagin

Then to add the database:
o to "Data Source® — Click on “Add data sournce”

T . T Frsfer

Then copy the following configuration
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Leave the fields "TTser” and “Password” blank in case wou haven't configured Influxdb othervmise.
Lnd finally click on “Ad4" button.

If you did everything correctlyr you shoald get the folloving me ssage

o Dta soursce bowmhing

Imporfant: do not forget to change the credenbals u:\el“lswzurd

Mowr wie are able to send queries to the database through Grafana ard custorndze the dashboard with
thern.

Choose a panel and Dragladrop to the dashboard. Eg. “graph panel”

L ] bzatuat

lickon “panel title +  edit” to edit the panel

nder the “meitric 5* fab we can form our guery electing the telegraf
tabase and this wayte st the connection.
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;

alg lacabin LR n o

If everything was confizured correctly we can see the objects stored in the database throngh a
dropdown list by clicking on each field. As we slect an object, data will be automatically di splayed
in the graph.

Flease refer to Grafana documme nation if you want o exploit Grafana’s features.
httpedfdoc s.erafana orgf

Integration of Z abbix and Grafana

This requires to have a Zabbix arstem already installed and mnming on your server

Visit the following website and search for Zabbix plugin
i g 5 :

Here the instruction for the installation and docs are given, bat o
mnake it short you ondy need to man the following

sudografana-cli pluging install alexanderzobnin-zabblx-app
And re start Grafana

sdoservice grarang-gserver restart

After doing this the plugin will be available in your Grafare under “Plugins—+ Apps®
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lick on the icom of the App and then
lick on “Enable”,

At this point you should have a Zabbix icon in the cascade menu, and you shiould be able to openan

ernphy dashboard.

Mevertheless v Wl]l have no data, becans we first need to add Zabbix database a2 datasource
for Grafana. To do so go to “Data source s — Click on “Add data source ™.
Copy the following confizuraton

The TTEL nsed to fetch mbbix data is as

follonss
hin - = sahhie-re rer-eddre s = apd fronrpophp

The ederdials are the same as 2abbic user
e dertiale (the omne nsed to logn o zabbi)
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Finally # & possdble tovisalize and eeplome our 2abbic data sources and meate astome ed dashboard by selectng fhe
2abbi: dafa sonarce Inoor queny e ation and chosing fhe appropriste dats sorce that shoald be displage d.

Additional Documentation

kihe:DE

References
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