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1 Overview

In the past, monitoring of elements of a VLBI array during observations used
to be virtually impossible. Equipment failures, human mistakes or other
mishaps would often only be noted during or even after correlation by
inspecting the data, which might take place months after the actual
observations. The advent of e-VLBI, transferring data in real time to the
correlator, brought a considerable improvement in the communications
between stations and correlator. However, VLBI observations are still mostly
done using recorders, during sessions that hardly have any central overview of
the network as a whole. This will be unavoidably the case for the proposed
global VLBI, involving remote stations all over the world.

During the EC-funded NEXPReS project, a remote control and monitoring
system was developed and deployed at a number of geodetic stations. This
task will evaluate this product and other existing monitoring systems to find a
common ground in order to ensure interoperability. It will adapt existing
software for integration into a central infrastructure and set up web-based
access techniques. The final product will be a central, web-based monitoring
system, usable for both astronomical and geodetic VLBI. This system will be
accessible to all involved, correlator and stations, and will serve to
continuously monitor and assess the status of the VLBI network, enabling
automated warnings in case of failures and providing the information needed
to continuously improve the performance of the network. Such a system will
also be of great value when helping with the commissioning of new VLBI
telescopes, in particular in areas of the world where radio astronomy is not
well-established yet. (Grant agreement)

The tasks of the work package can be separated into two main branches for

the centralized coordination (see Fig. 1.1:

- Remote monitoring: receiving status, health and quality data from all
relevant components to detect error situations and to raise alarms

- Remote access: secure and safe access to the relevant components to
repair error states or to control individual processes

While a safe and secure remote access was demonstrated during the FP7
project NEXPReS using e-RemoteCitrl, the software was just established at a
few sites, e.g. Wettzell, O’'Higgins, Hobart, Yarragadee, Kathrine, and a few
test sites like Hartebeesthoek and Ny Alesund. Restrictions in network
managements at the different sites and administrative questions made it
difficult to support and enable the active fetching of data and commanding of
equipment even if a role-based, tunneled, encrypted authentication was
implemented.
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Fig. 1.1: Active remote access and passive monitoring of data for operation,
diagnostics and analysis.

The passive monitoring where sites can send their data independently on
predefined channels to a centralized data center might have better acceptance
than active access. Therefore, the main focus is on monitoring whole networks
of VLBI telescopes if sessions should be checked by a centralized service.
Open techniqgues and web-based methods like browsers with common web
pages are the key feature in modern and mobile tools.

Such a monitoring can provide data and feedback for operation of an
observing session at a complete network of telescopes. It also can support
diagnostics after error situations to detect at least the start time of an
erroneous situation. It might also give information which equipment fails how
and in which way. Finally, collected data sets like system temperatures or
clock offsets are important for the analysis centers, which can give feedback to
the operator. As faster such analysis data can be used for quality checks, as
faster feedback can be given.

Because monitoring of health states is one central part of the work package,
the analysis and comparison in the first working period leading to this
deliverable concentrating on system monitoring software which should then be
installed and used at centralized data centers. The report just touches
currently existing software and techniques for remote control to describe the
current situation.
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2 Evaluation criteria

The evaluation also separates between monitoring environments and control &
operation software. The evaluation itself is a qualitative estimation based on
an individual representation and converted into quantitative numbers.

The criteria for monitoring software are:
* Industrial importance
* Open source
» Use for VLBI
* User community
» Developer community/ Size of developer team
* Readiness for production and release policy
e Community support
* Documentation
» Platform support (Linux for central server; also others for data provider)
» Simplicity to install
» Simplicity to use for non-specialists
» Simplicity to extend with own parts
» Supported techniques/protocols for the use in VLBI
* Web based access possibilities
» Usability for distributed VLBI networks
» Coherent design and use of programming languages
» State-of-the-art techniques
* Access control
* Maintainability and possibility of migration
* Future relevance
* Individual notes

Each item can be rated with a number from 0 to 5, where 5 is the best rating
and 0 the worst.

The criteria for control and operation software are:
* Industrial importance
* Open source
» Use for VLBI
* User community
» Developer community/ Size of developer team
* Readiness for production and release policy
* Community support
» Documentation
» Platform support (Linux for central server; also others for data provider)
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» Simplicity to install

» Simplicity to use for non-specialists

» Simplicity to extend with own parts

» Supported techniques/protocols for the use in VLBI
* Web based access possibilities

» Usability for distributed VLBI networks

» Coherent design and use of programming languages
» State-of-the-art techniques

» Access control and network security

» User control management

* Local supervisory

» Safety implementations

* Maintainability and possibility of migration

» Official certification or product certification

* Future relevance

* Individual notes

Control and operation aspects have a reduced priority due to found issues with
network security and safety at the sites. This is taken into account that
monitoring tools are evaluated with a maximum priority of 5 while control and
operation software has a maximum priority of 3. Therefore, each control and
operation item can be rated with a number from 0 to 3, where 3 is the best
rating and O the worst.

Each software package is briefly described and then evaluated using the
criteria above. If some parts of the control and operation programs support
monitoring tasks, they are additionally rated. The additional numbers can be
found in parentheses.

The end of the report compiles all ratings to an ordered table which is the
suggestion for integration into a central infrastructure. Highest rated software
is best suited for a first implementation. But ratings are just an individual
snapshot and might be rated differently by other experts. They should be
adapted if other aspects from the operation center or sites should be taken
into account during the implementation.
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3 Used software packages for system monitoring and
control of VLBI

There are different software packages already used at the different telescope
sites. The following sections are a collection and short description of the
already used software. It does not claim completeness but is carefully
collected with the experience of the past years working for the VLBI
communities.
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3.1 VLBI network monitoring

3.1.1 "MoniCA" or “openMoniCA” (Australia Telescop e
National Facility and AuScope geodetic VLBI
telescopes)

MoniCA is a Java-based graphical application for viewing real-time and
archival monitor data. It was developed for the Australia Telescope
National Facility by CSIRO (David Brodrick). It is an open-source
project and can be downloaded from Google-code.

Some features are:

(cited from http://code.google.com/p/open-monica/)

- Generic support for industry standard protocols such as Modbus,
SNMP and EPICS.

- Combine data in arbitrary ways to create aggregate monitor
points.

- Alarm management system, with notifications, alarm
acknowledgement, etc.

- Control points allow operation of remote devices to be
implemented.

- Optionally archive data to disk, using a compressed format or a
MySQL database.

- The GUI client can plot any combination of monitor points and
display real-time values in tables.

- Client fully tested on Linux, Windows, Mac and Solaris operating
systems.

- Javascript-based web browser client included in the distribution.

- Server has a ZeroC Ice interface and can be accessed natively
from a number of different programming languages.

- Server has a simple ASCII socket as an alternate way to provide
data to external programs.

- Used at research facilities with tens of thousands of real-time
monitor points.

- Easily export data for analysis in spreadsheets or take graphical
screen-shots.

openMoniCA is already in use at telescopes, which will not switch to
another system but might offer data using already existing access
points, where access rights are required. The documentation is based
on some files in the installation directory and limited Wiki pages. The
community is limited and the developer community consists of one
person. The existing setups demonstrate the support of a centralized
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data collection in a distributed network at least with two hierarchy
levels: the remote, distributed sensors and the central data collection.

Links:
Source code:
http://code.google.com/p/open-monica/

https://github.com/davidbrodrick/open-monica

Description:
https://www.narrabri.atnf.csiro.au/monitor/monica/

Wiki (from the AuScope network):
http://auscope.phys.utas.edu.au/opswiki/doku.php?id=software:openmo
nica
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Evaluation:

Industrial importance

Open source
Use for VLBI

User community
Developer community/ Size of developer team

Readiness for production and release policy
Community support

Documentation

Platform support (Linux for central server; also others for
data provider)
Simplicity to install

Simplicity to use for non-specialists

Simplicity to extend with own parts

Supported techniques/protocols for the use in VLBI
Web based access possibilities

Usability for distributed VLBI networks

Coherent design and use of programming languages
State-of-the-art techniques

Access control

Maintainability and possibility of migration

Future relevance

Individual notes:

- openMoniCA will continue to play a role in the
ATNF network;

- It might be replaced by Telegraf-InfluxDB-
Grafana (TIG) within the geodetic AuScope
network in the coming future

- It does not really play a big role outside of
these networks

Priority
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3,62
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3.1.2 ZABBIX & SysMon (Wettzell Observatory)

Developers at the Wettzell observatory started to develop SysMon
because a central data archive for operation and analysis data was
required. The development started in the year 2009. M. Schdnberger
wrote a centralized monitoring server fulfilling the requirements of the
systems at the Wettzell observatory. It used the idI2rp.pl generator
(idI2rpc.pl is a Perl script written at Wettzell for a local communication
middleware) to automatically create SunRPC communication interfaces
for the data transfer.

Upcoming requests and requirements at other telescopes, like at the
MIT Haystack Observatory, made it necessary to find a more common
solution. The Monitoring and Control Infrastructure (MCI) group was
founded, which wrote a white paper defining the goals and
implementations of a centralized monitoring system. In 2014, the IVS
Task Force on Seamless Auxiliary Data Archives was founded to
realize central monitoring.

While the Wettzell SysMon widely followed the suggestions from the
white paper, administrative decisions at the MIT Haystack observatory
led to another development which focused on the end-points of the new
VGOS telescopes. The central monitoring is now under the
responsibility of the NASA Field System (see TIG). SysMon was
continued locally and is now in use again for the Wettzell observatory.

The Wettzell SysMon is an API to collect monitoring data. It offers a
C++ programming interface and a sender program and manages all
administrative things behind. SysMon uses PostgreSQL as database
for current and mid-term values and local file trees to store historic data
sets. It does not implement any graphical user interface. One main
aspect is to use the professional, industrial tools for that. Because
Zabbix found a brought acceptance at the Wettzell observatory, it is
used to present the collected data. Therefore, SysMon was extended to
support Zabbix, while both systems are in principle independent.
Currently, SysMon is used for analysis and historic data while
operational and diagnostic data are mainly injected to Zabbix.

The software is open-source using the GNU Lesser license, but
currently only on a local SVN repository of the Wettzell observatory.

There is another communication channel using SCP-copied data files
with a structure defined by the simple_structured_conf of the Wettzell

observatory. A thread is already integrated into the server of the VLBI
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remote control software “e-RemoteCitrl” (see later in the remote control
section). The files are read periodically and integrated into
SysMon/Zabbix. It currently supports the main data taken from the
NASA Field System.

The design is the following:
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Evaluation:

Industrial importance

Open source
Use for VLBI

User community
Developer community/ Size of developer team

Readiness for production and release policy
Community support

Documentation

Platform support (Linux for central server; also others for
data provider)
Simplicity to install

Simplicity to use for non-specialists

Simplicity to extend with own parts
Supported techniques/protocols for the use in VLBI
Web based access possibilities

Usability for distributed VLBI networks

Coherent design and use of programming languages
State-of-the-art techniques

Access control

Maintainability and possibility of migration

Future relevance

Individual notes:
- SysMon is a helpful utility
- See more about Zabbix in the following sections
- All developers are part of the Wettzell observatory,
which leads to short integration and change times

Priority

5 (0)
5(5)
5(5)

5(2)
5(2)
5(5)
5(2)
3(2)
5(2)

5(5)
5(5)
5(5)
5@)
5 (0)

5(5)
5(5)
5(5)
5(0)
5(5)
5(3)
5(5)

4,90 (3,38)

* Evaluation of SysMon is in parenthesis; the highest value from the
Zabbix values and SysMon values is taken for the final prioritization

number.
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3.1.3 Telegraf - InfluxDB - Grafana (TIG) (NASAFS )

A first presentation about the use of TIG for VLBI was given by David
Horsley (NASA, GSFC, NVI) during the IVS TOW 2017. Itis the
preferred system by the NASA Field System development group.
Therefore, it will play an extended role especially for all telescopes
using the NASA Field System to run their VLBI observations.

[llustrations can be found here: https://grafana.com/grafana

The overview from the TOW 2017 can be found here

http://www.haystack.mit.edu/workshop/TOW?2017/files/Seminars/horsle

y-tig-notes-2017.pdf, which is copied into this deliverable report. It is

written by David Horsley. The following is taken from these
special permission by David Horsley):

notes (with

An up-to-date version of the documentation for the NASA Field System

can be found in the FS online documentation on

https://lupus.gsfc.nasa.gov/fs/docs/monitoring/ (a user account and

password is required)

The Telegraf, InfluxDB and Grafana (TIG) provide a system for
collecting, storing, processing, and visualizing time-series data. The
three component are loosely coupled together and each swapped for

an alternative package. The purpose of this document give

an overview

of these tools use in VLBI operations and to guide a user through the
installation process. The reader is expected to be competent with a

Linux OS.

The role of components are as follows:

Collectors Database Clients

Grafana

Telegraf

Influx CLI

InfluxDB
Custom
{Go/Python/

shellf..}

Kapacitor

sers

Alarts
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Telegraf collects data from different sources. Telegraf runs on every
computer where you want to collect statistics. Telegraf includes plugins
for collecting data on things such as:

- disk usage and load

- system load

- network load and performance

- process statistics

- system sensors
The VLBI branch, provided in the FS repository, contains plugins for:

- The Field System (log, schedule, some RDBE data)

- Modbus Antennas (Currently Patriot 12m of the

AuScope/GGAOQO generation)
- MET4 meteorological system via metserver
- RDBE multicast

InfluxDB is a time-series database. It offerers high-performance
compression and retrieval for this type of data. It also has functions for
processing and manipulating the data. It is similar to relational
databases you may be familiar with, but is far more efficient at handling
time-series data. While InfluxDB has an SQL-like query language, it is
distinct and it is best to consider it as a new system.

Like an SQL type database, InfluxDB method of getting data is a push
model. This means the clients, the programs with the data, initiate the
connection and write to the database. If you require a fetch model, you
must write your own collector program. Telegraf fill this role for some
purposes.

The load on the system it runs on can be fairly high, depending on the
number of points you are monitoring. For this reason, it is worth doing

some testing and tuning if you wish to run it on your FS PC. If you can,
it is best to run the database server on a separate machine.

The third component Grafana provides the graphical user interface. It
allows you to plot historical data, and build (near) real-time dashboards
for any metrics that are being written to the database. Grafana should
be run on a computer that can access InfluxDB server(s) and the
computer(s) you want to monitor from. Grafana runs a web server and
you connect to it via your web browser. | have found Google Chrome to
give superior performance for Grafana.

Each project is open-source with paid support. Grafana.net2 provide
premium support for Grafana and InfluxData3 provide the same for
Telegraf and InfluxDB. InfluxData also maintain the other open-source
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packages Chronograf (similar to Grafana), and Kapacitor (used for
alerts and data processing). | will not cover these here, only because |
have do not have much experience with them, however both look
promising. InfluxData also maintain a commercial version of InfluxDB
with cluster support and admin tools aimed at larger scales.

Discussions during the TOW 2017 showed that there is already a plugin
to support data exchange between Zabbix and Grafana. Investigations
on that are required.

Acknowledgement: Special thanks to David Horsley for his permission to
include the TIG documentation and for his willingness of future support to
integrate TIG.
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Evaluation:

Industrial importance

Open source
Use for VLBI

User community*
Developer community/ Size of developer team

Readiness for production and release policy
Community support

Documentation

g b~ O O W O o1l O

Platform support (Linux for central server; also others for
data provider)
Simplicity to install

Simplicity to use for non-specialists

Simplicity to extend with own parts
Supported techniques/protocols for the use in VLBI
Web based access possibilities

Usability for distributed VLBI networks
Coherent design and use of programming languages
State-of-the-art techniques
Access control
Maintainability and possibility of migration
Future relevance
Individual notes:
- US software components are used
- Preferred system for the NASA FS
- Quasi-industrial products are combined
- Possibility to request data using SQL with clear
structures
- Might be ideal for data analysis
- The high data-rates are not really required for the
VLBI-data

Priority 4,38
* User community is rated with view to the future situation of the use of
the NASA Field System at the VLBI sites

gl b~ bhhoryorjor, ) G 01l W b
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3.1.4 Radboud Radio Lab VLBI monitor (EVN, mm-VLBI )

The VLBI Monitor code is open source since Feb. 2nd, 2016 and was
developed for the Event Horizon Telescope, which operates mm-frequency
observations with radio telescopes world-wide. The server is available at
https://gitlab.science.ru.nl/radiolab/vibi_monitor under the terms of the
GNU Affero General Public License as published by the Free Software
Foundation, either version 3 of the License, or (at your option) any later
version. All (example) clients are available at
https://gitlab.science.ru.nl/radiolab/vibi_monitor_client under the terms of
the MIT License (for compatibility with closed source software at the
observatories). The software is independently developed by Dr. Pim
Schellart, Radboud Radio Lab, Department of Astrophysics, Research
Institute for Mathematics, Astrophysics and Particle Physics (IMAPP),
Radboud University, Nijmegen, The Netherlands
(http://www.astro.ru.nl/~pschella).

Issues and feature requests can be filed at:
https://gitlab.science.ru.nl/radiolab/vibi_monitor/issues for the server and
https://gitlab.science.ru.nl/radiolab/vibi_monitor_client/issues for the
(example) clients.

A more elaborate description of the design of the VLBI monitor is available
at

https://gitlab.science.ru.nl/radiolab/vlbi _monitor/blob/master/DESIGN.md,
where this information was taken from.

It supports an individual real-time data monitoring, enables communication
and log-file exchange, and stores the data for later analysis. The stations
have to write their own programs and after that they can send the collected
values using the clients. Used techniques are HTTP, JSON RPC
2.0/BSON, Go programming language for the server with Mgo pachage for
MongoDB, MongoDB for the database.
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Evaluation:

Industrial importance

Open source
Use for VLBI

User community
Developer community/ Size of developer team

Readiness for production and release policy
Community support

Documentation

Platform support (Linux for central server; also others for
data provider)
Simplicity to install

Simplicity to use for non-specialists

Simplicity to extend with own parts

Supported techniques/protocols for the use in VLBI
Web based access possibilities

Usability for distributed VLBI networks

Coherent design and use of programming languages
State-of-the-art techniques

Access control

Maintainability and possibility of migration

Future relevance

Individual notes:
- Individual project for the EHT project
- Single developer
- Does not play a wider role in other communities
- Fulfills requirements also for other VLBI tasks
- Might be interesting if data from the mm-VLBI
sites should be integrated

Priority

N N N W N = 0101 O
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2,86
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3.1.5 Monitoring and Control Infrastructure MCI (M IT
Haystack Observatory)

Upcoming requests and requirements at other telescopes, like at the
MIT Haystack Observatory, made it necessary to find a more common
solution. The Monitoring and Control Infrastructure (MCI) group was
founded, which wrote a white paper defining the goals and
implementations of a centralized monitoring system (see also
Zabbix/SysMon section).

While the Wettzell SysMon widely followed the suggestions from the
white paper, administrative decisions at the MIT Haystack observatory
led to another development which focused on the end-points of the new
VGOS telescopes.

MIT MCI is a very individual development for the US-VGOS antennas
using Python programs. The focus is more on the specific hardware.
The central monitoring is now under the responsibility of the NASA
Field System (see TIG). There is no information or documentation
available for a more common use. It seems that TIG will be the central
part also for MCI.
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Evaluation:

Industrial importance

Open source
Use for VLBI

User community
Developer community/ Size of developer team

Readiness for production and release policy
Community support

Documentation

Platform support (Linux for central server; also others for
data provider)
Simplicity to install

Simplicity to use for non-specialists

Simplicity to extend with own parts
Supported techniques/protocols for the use in VLBI
Web based access possibilities

Usability for distributed VLBI networks

Coherent design and use of programming languages
State-of-the-art techniques

Access control

Maintainability and possibility of migration

Future relevance

Individual notes:
- Individual project for the US-VGOS MIT project
- Not scalable
- TIG will play the role of the central monitoring and
MCI just offers programs to offer data of individual
hardware

Priority

R R O N DN O O
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3.1.6 Industrial monitoring tools (Nagios, Zabbix, etc.)

Originally evaluated by M. Schénberger (BKG) for Wettzell Observatory
and adapted, edited and extended by A. Neidhardt

Network monitoring systems
There are plenty of network monitoring tools available with GPL, LGPL
or BSD licenses.

General links and documents

http://en.wikipedia.org/wiki/Network monitoring
http://en.wikipedia.org/wiki/Comparison _of network monitoring_systems
http://workaround.org/try-zabbix
http://staff.science.uva.nl/~jblom/gigaport/tools/monitor_tools.html
http://www.thegeekstuff.com/2009/09/top-5-best-network-monitoring-tools/
http://www.findbestopensource.com/product/pandorafms
http://sixrevisions.com/tools/10-free-server-network-monitoring-tools-that-kick-ass/
http:/ftp.heanet.ie/disk1/people.ee.ethz.ch/%257Eoetiker/webtools/rrdtool-
1.0.x/rrdworld/cacti.html

MRTG and RRDTool

MRTG and RRDTool are data logging and graphing systems for time
series. They generate HTML pages which can be accessed using web
browsers.

RRDTool (written by Tobi Oetiker) has been developed on the basis of
MRTG to improve its limitations, mostly in the areas of performance and
graphing flexibility.

It can be easily integrated in shell scripts, perl, python, ruby, lua or tcl
applications.

Many web graphing tools use it (cacti, munin ...).

Drraw
Simple Web interface to generate interactiv graphs of rrd database files.
It does not care how the .rrd files get their data.

Torrus
Cacti like web frontend for RRDTool.

Cacti
Installation on Debian Squeeze failed because of errors while

connecting to MySQL database as “admin”. Limited on PHP, Databases
RRDTools and MySQL.
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Advantages:

= Data input method with possibility to import several values per
command

= CSV data export function

Disadvantages:
= MySQL database is only supported
= Needs RRDTools

Data input methods and data queries:

Cacti uses an internal data input method to send data to Cacti. You
have to write a script or program which prints the value or values which
you want to inject.

Cacti gathers information which values should be grabbed using data
gueries. It enables to react on e.g. interface changes. It is necessary to
define a trigger to inform Cacti about changes so that the data queries
are triggered.

Spine, the fast polling mechanism using multiple threads:
There is a faster polling mechanism written in C, called Spine. It uses
multiple threads to fetch data.

Conclusion:

It is a nice tool to generate pretty graphs. There are many plug-ins and
themes. Unfortunately, only one polling task performs all queries. The
polling process is started as a “cron-job”. There is no possibility to
define different polling time intervals. A suggestion to enable different
time settings is to run more instances of Cacti. Therefore, it might be a
good solution to monitor atomic clocks or the meteorology data.

Collectd

It is a very lightweight daemon written in C. It runs on POSIX machines
and its ideal for embedded systems.

Collectd cannot create graphics. It can write to RRDTool using a plug-
in.

Cricket

Cricket is MRTG with a configuration tree instead of a configuration file.
It is a very “thin” tool (needs only 2MB disk space) for graphing time
series with RRDtool.

It needs no database.
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Icinga

It is a fork of Nagios with modern web interface and additional database
connectors (mySQL, Oracle, PostgreSQL) and an API to integrate
numerous extensions without complicated modification of the Icinga
core.

Munin

Munin is a flexible and powerful solution to generate graphs for web
presentation.

= written in Perl

= using RRDtool

= CGl/fast-CGl

= since v1.4 dynamic template using javascript

= Uses Munin-nodes to collect data on multiple machines

= Very active comunity

Nagios

Local tests of Nagios showed that it is powerful, flexible, highly scalable
and very reliable, but very hard to install and configure. Tested were
some SNMP devices, where the configuration showed the difficult
configuration quite well. The web interface is also quite bulky.

This is also confirmed on different web pages, e.g. the OMD-web page:
The standard installation of Nagios shows a disappointing behavior due
to installation and configuration. They suggest using Check_ MK and
their Open Monitoring Distribution (OMD).

Only the core version of Nagios is open-source licensed. The main part
is commercial. But Nagios is one of the most used distributions for
industrial environments.

OMD - Open source Monitoring Distribution in

combination with Nagios

OMD is a composition of open source monitoring tools around Nagios.
Running of several instances is supported. Therefore, user accounts
are required and created.

commands

omd create projectname creates the omd instance and user
projectname on host

omd start muc starts the muc instance
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commands

sudo passwd muc set password for user muc
su muc login as user muc
omd stop stops the omd instance of logged in user

More information (in German): http://mathias-
kettner.de/nagios_schulung_fortgeschritten_check mk.html

Observium

Observium is a PHP/MySQL-based Network Observation and
Monitoring System (NOMS) which collects data from devices using
SNMP. The data are presented with a web interface. It makes heavy
use of the RRDtool (written by Tobi Oetiker) package. Observium has a
number of simple core design goals driving its development: minimum
interaction, maximum automation and maximum accessibility of
information. These design goals have resulted in a slightly
unconventional monitoring system with almost no individually
customizable settings per device. Almost everything that can be
monitored is automatically discovered.

This automatic discovery reduces the flexibility to adapt it to individual
tasks.

OpenNMS

OpenNMS is a free and open-source enterprise network monitoring and
management platform. It is developed by The OpenNMS Groupd with a
user/developer community behind.

OpenNMS is a distributed, scalable, monitoring and management
platform for all network aspects. Currently the focus is on Fault and
Performance Management.

(more: https://en.wikipedia.org/wiki/OpenNMS)

OpenNMS is currently also one of the most favored monitoring systems
for industrial environments. It is maybe worth to keep an eye on it.

Opsview

= Uses the Nagios-core.
= Supports Plugins
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= Graphing tools are built-in (which replace deprecated programs of
the RRDtool)
= Reporting is an enterprise feature

Shinken
Shinken is Nagios compatible and for big server scenarios.

Pandora FMS (Pandora Flexible Monitoring System)
Pandora FMS is especially designed to monitor computer networks.
The big advantages are the monitoring of status and performance of
operating systems, servers, applications, firewalls, databases, routers,
etc.

Similar to Zabbix it uses agents on the different computers and can be
used to do remote monitoring. The Web interface is PHP and the
supported databases are MySQL, Oracle, or PostgreSQL.

Pandora is open source with several commercial parts.

Zabbix

Zabbix is an open-source software written by Alexei Vladishev. It is
designed for the monitoring of networks, applications, services, servers,
and network hardware. Zabbix can use the databases MySQL,
PostgreSQL, SQLite, Oracle, or IBM DB2. It is written in C and PHP.

It uses adaptable agents on the different computers for Linux and
Windows systems. The agents can be extended with individual
monitoring values/items, see (in German)

http://lab4.org/wiki/Zabbix _Agent_erweitern. It also supports SNMP
(using the snmp_builder to read MIB lists and to create IOD items),
TCP, ICMP, IPMI, JMX, SSH, Telnet. Scripts can use a special sender
program to add individual monitoring values, called items. An extended
HTTP API allows to fetch graphs or to change and use existing hosts. A
special feature is the use of maps. They allow it to draw the logical
monitoring structures showing the monitoring hosts as graphical icons.
There are already several templates for graphical web pages especially
for the monitoring of IT components.

Found advantages are:
= Implementation: server and agent in C, web frontend in PHP
= Supports all basic databases like PostgrSQL, SQLite, MySQL,
Oracle and IBM DB2
= Integrated design to get many things out of the box
= Amazing graphing functionality
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A good overview can be found here (in German):
http://lab4.org/wiki/Zabbix Handbuch Inhaltsverzeichnis

Earlier versions need much system resources.

Some links:
http://www.realpowerwork.com/fileadmin/documents/linux/Zabbix%201.
8.X%20Installation%20(Ubuntu_Server 8.04).htm
http://lin4.de/blog/category/zabbix
http://www.pro-linux.de/artikel/2/1149/systemueberwachung-mit-zabbix-
teil-1.html

Conclusion

(by M. Schonberger, adapted by A. Neidhardt)

After installing and running the software, Zabbix is a handy, simple,
intuitive, integrated network monitoring software. A big advantage is the
extended PHP user interface (the Zabbix frontend) for monitoring,
reporting, graphing, administrating. This makes it easy to setup
standard network monitoring agents with items like CPU load, SNMP
queries, etc., even for beginners. This is a big benefit compared to
others, like NAGIOS, which uses extended configuration text files. All
settings done in the frontend can be converted to template files which
can then be integrated into other Zabbix environments.

Other sources for a comparison:

A nice overview can also be found on the Wikipedia pages
(https://en.wikipedia.org/wiki/Comparison_of network monitoring _syste
ms). The following table is a copy of just open-source products.

While industry mostly uses Nagios, OpenNMS, Zabbix, Cacti, or
Pandora FMS, the open-source systems with the most supported
features and the largest communities are Cacti, OpenNMS and Zabbix.
In comparison they are mostly similar with more or less advantages.
Because of the existing experiences at Wettzell using Zabbix, Zabbix is
the preferred environment with fastest chance of success because of
missing learning curves.
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Evaluation:

Industrial importance

Open source
Use for VLBI

User community
Developer community/ Size of developer team

Readiness for production and release policy
Community support
Documentation

Platform support (Linux for central server; also others for
data provider)
Simplicity to install

Simplicity to use for non-specialists

Simplicity to extend with own parts
Supported techniques/protocols for the use in VLBI
Web based access possibilities

Usability for distributed VLBI networks

Coherent design and use of programming languages
State-of-the-art techniques

Access control

Maintainability and possibility of migration

Future relevance

Individual notes:

- Industrial monitoring tools and environments have
a huge community and support;

- The use of professional environments is quite
valuable

- Disadvantages are the close connection to an
individual system, specializations on network and
IT, and overloaded features

- Experiences at the Wettzell observatory show that
Zabbix fulfilled all needs in a local environment
and can be used for hierarchically distributed
systems as well

Priority to integrate (Zabbix)
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4,81
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3.1.7 SKA Telescope Manager (SKA)

SKA developes a completely individual system: see
http://skatelescope.org/tm/
But nothing else can be found about already existing parts.
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Evaluation:

Industrial importance

Open source
Use for VLBI

User community
Developer community/ Size of developer team

Readiness for production and release policy
Community support

Documentation

Platform support (Linux for central server; also others for
data provider)
Simplicity to install

Simplicity to use for non-specialists

Simplicity to extend with own parts
Supported techniques/protocols for the use in VLBI
Web based access possibilities

Usability for distributed VLBI networks

Coherent design and use of programming languages
State-of-the-art techniques

Access control

Maintainability and possibility of migration

Future relevance

Individual notes:
- There is no information available
- The licensing policy is not clear, probably open-
source
- Might play a future role

Priority

R O O O N N NwWwH O

O W N OWN W L O O o o

1,14

* Priorities based on guessing from workshop participations.
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3.1.8 Individual Linux scripts

There are several individual monitoring scripts and programs (like
dboss ond Mark6 recording systems or mk6_scan_plotting.sh at the
Wettzell observatory, and so on), which are written to do individual
monitoring jobs.

As these programs are so specific to individual tasks at the
observatories, a general evaluation is impossible. Therefore, the
integration to a central monitoring of a complete VLBI network is not
suggested. Nevertheless, the scripts can be extended to support
monitoring equipment, e.g. to send out data to specific systems.
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Evaluation:

Industrial importance 0
Open source 1
Use for VLBI 5
User community 1
Developer community/ Size of developer team 1
Readiness for production and release policy 0
Community support 0
Documentation 0
Platform support (Linux for central server; also others for 1
data provider)
Simplicity to install 1
Simplicity to use for non-specialists 0
Simplicity to extend with own parts 1
Supported techniques/protocols for the use in VLBI 0
Web based access possibilities 0
Usability for distributed VLBI networks 1
Coherent design and use of programming languages 1
State-of-the-art techniques 2
Access control 0
Maintainability and possibility of migration 1
Future relevance 2
Individual notes: 0

- There is usually no information available

- Very individual

- No general use for a central monitoring
Priority 0,86
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3.1.9 Goddard Mission Services Evolution Center
(GMSEC) Architecture

See
https://gmsec.gsfc.nasa.gov/IGMSEC%20FAQs%202014%2004%2023.
htm

Download from: https://opensource.gsfc.nasa.qov/

The Goddard Mission Services Evolution Center (GMSEC) middleware
or architecture is currently under development by the NASA, Goddard
Space Flight Center and will be used by different NASA projects
especially for satellite missions. GMSEC is a solution which is
applicable to current and future NASA missions, using standardized
interfaces, a middleware which implements a software bus, and a
flexible design for the integration of individual hardware components.

The GMSEC architecture is no monitoring system in the classic sense
but supports aspects of real-time operations (remote control and
monitoring) using individual components, like GMSEC Message
Visualization/Storage, GMSEC System Display, GMSEC System Agent,
GMSEC Alert Notification System Router, and so on.

It currently plays no role for VLBI operations.
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Evaluation:

Industrial importance

Open source
Use for VLBI

User community
Developer community/ Size of developer team

Readiness for production and release policy
Community support

Documentation

Platform support (Linux for central server; also others for
data provider)
Simplicity to install

Simplicity to use for non-specialists

Simplicity to extend with own parts
Supported techniques/protocols for the use in VLBI
Web based access possibilities

Usability for distributed VLBI networks

Coherent design and use of programming languages
State-of-the-art techniques

Access control

Maintainability and possibility of migration

Future relevance

Individual notes:
- Focus on satellite missions
- General attempt but difficult to evaluate for other
fields
- Might play a future role
Priority
* Priorities based on guessing using web page contents.
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3.2 VLBI remote control, operation and automation

While monitoring of current health, analytic and operational states with
reporting and notification is one aspect of the work package, actively
interacting and manipulating of session observations is the other aspect.

Developing of remote control capabilities was one main aspect of the WP5 of
the EU-FP7-funded NEXPReS project. The resulting software “e-RemoteCtrl”
is currently the only existing software which deals with several aspects of
controlling radio telescopes from remote including security aspects. The
software requires the NASA Field System as software which processes
observation sessions and controls hardware.

Other attempts deal with individual tasks, like operating real-time e-VLBI
sessions or adapting networks dynamically by using continuously optimized
schedules.

Already during the developments, also later in the integration phase, and while
discussions in board and task force meetings, direct and active control is not
wished by most telescope operating companies or institutes. Especially, NASA
sites will not give any permit to actively interact with NASA systems. This
restrictions lead to a reduced benefit of active control.

Another aspect is the “passive” control. Dynamic observation strategies at the
AuScope network follow such a concept, where the sites fetch updated
schedules, prepare and run them. Feedback about system states is forwarded
to a central coordination site, where the next schedule is prepared. Using this
attempt, the sites decided to follow new instructions, which are limited to the
capabilities of schedule descriptions implicitly changing the system behavior
and do not allow a direct active change at the system which explicitly changes
the behavior.

The following sections are a collection of found control strategies and software
techniques used for VLBI.
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3.2.1 e-RemoteCtrl (Wettzell, O’Higgins, AuScope, partly
NyAlesund and Hartebeesthoek, tested for TIGO in
Chilé)

The work for e-RemoteCitrl started in the year 2008/2009 at the Wettzell
observatory. The Wettzell observatory operated three telescopes at
three different locations around the world: the 20m Wettzell antenna in
Germany, the 9m antenna in O’Higgins in the Antarctica, and the 6m
antenna of the TIGO system in Concepcion, Chile. Two more antennas
were planned at this time, located at the Wettzell observatory to follow
the VGOS standards. All antennas should be operated from one
operator desk. 2010 to 2013, e-RemoteCtrl was extended during the
FP7 project NEXPReS to integrate security mechanisms and a role-
based operation. Authentication mechanisms and encrypted data
exchange were implemented. Different static and dynamic user roles
allow it to restrict the controllable tasks. A one month working journey
as University Associate in the School of Land and Food, School of
Mathematics and Physics at the University of Tasmania, Hobart in the
year 2014 allowed another extended adaption of the software to
implement solutions for the needs at the VLBI sites. During the last two
years, only bug-fixing was done.

The software is written in C/C++ under the GNU Lesser license and
available in the version of 2014/2015 using wxWidgets 2.8. The
software currently requires Linux as operating system. It is currently
under regular use by the Wettzell observatory and the AuScope
antennas. The release change of wxWidgets as framework for the
graphical user interface to version 3.0 makes it necessary to write a
new release of e-RemoteCtrl. This influences all main parts of the
graphical user interface because graphical actions must be handled as
events and the parallel processing is done more restrictively. The
upgrade is planned for the second half of 2017. Additional plans will
extend the communication with HTTP functionalities.

Information can be found here:

http://www.haystack.mit.edu/workshop/TOW2017/files/Seminars/remote
operation_notes.pdf

or in the book “Applied Computer Science for GGOS Observatories”

(see http://www.springer.com/de/book/9783319401379)

The design principle is shown in the following figure:
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The NASA Field System is used to run the regular sessions and control
the specific devices needed. A software layer “FS Monitor” is a software
module to read data from the shared memory and send commands to
the Field System. This module is included to a server which uses a
generated communication interface on the basis of SunRPC. The
interface generation is done with the Wettzell “idI2rpc.pl” generator. The
server also reads additional information from other systems, filters and
prepares it, and is additionally able to publish the values and status
information on other streaming channels.

The client consists of a graphical user interface using wxWidgets as
GUI framework and the generated client component for the
communication to the server. It requests all selected status information,
presents them in a classic “Field System”-like and more graphical
mode, as well as it does the error and alert notification. The remote
operator can enter commands, which are then sent to the Field System
PC and processed by the Field System.

The whole communication can be encrypted using SSH tunnels. The
basic authentication is also done using SSH. The further user-based
access control uses the regular Linux mechanisms and special “rbash”
shells. Finally, the role-based authentication identifying the final
operator rights is part of the e-RemoteCtrl server.

e-RemoteCitrl is currently the only complete remote control software for

the NASA Field System. It will be integrated to the NASA Field System
software branch in the version using wxWidgets 3.0 in the year 2017.
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The server of e-RemoteCitrl directly supports the sending of data
streams to the Wettzell SysMon/Zabbix environment. Regularly and on
each state change, the server copies a file with all status information
from the NASA Field System to the SysMon/Zabbix server using SCP.
This behavior can be configured with the settings in the server
configuration file.
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Evaluation:

Industrial importance 0
Open source 3
Use for VLBI 3
User community 2
Developer community/ Size of developer team 1
Readiness for production and release policy 3
Community support 2
Documentation 3
Platform support (Linux for central server; also others for 1
data provider)
Simplicity to install 3
Simplicity to use for non-specialists 3
Simplicity to extend with own parts 2
Supported techniques/protocols for the use in VLBI 3
Web based access possibilities 2 (3)
Usability for distributed VLBI networks 2 (3)
Coherent design and use of programming languages 3
State-of-the-art techniques 3
Access control and network security 3
User control management 3
Local supervisory 3
Safety implementations 1
Maintainability and possibility of migration 1(3)
Official certification or product certification 0
Future relevance 2
Individual notes: 2 (3)

- Limited by site restrictions

- Well tested

- Complete system partly developed during FP7

project

- Open-source software

- Currently the only complete remote control
software for the NASA Field System

- Server supports data propagation of status
information to SysMon/Zabbix =» server might be
quite interesting

Priority 2,16 (2,36%)
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* Evaluation of the server of e-RemoteCitrl.
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3.2.2 Dynamic Observation (AuScope tests)

A first report can be found here: ftp://ivscc.gsfc.nasa.gov/pub/general-
meeting/2016/pdf/017 lovell etal.pdf

Another report about one year of dynamic observation was given
during the IVS EVGA meeting at Gothenborg, Sweden.

Future VLBI observations of the International VLBI Service for Geodesy
and Astrometry (IVS) use the extended network of the new VGOS
telescope. The regular and almost continuous observations increase in
cost and labor. Centralized, automated and adaptive scheduling and
operation might be one of the key features. A first attempt and test
setup is done by the AuScope network in Australia and Tasmania using
a Dynamic Observing concept. Dynamic Observation trials were carried
out in 2016.

Each antenna facility is treated like a dynamic resource, which can
dynamically notify its availability to a centralized scheduling and
correlating facility. This operation center creates schedules of 15
minutes duration taking into account which resource is available and
what schedule is best for the final VLBI observation network. Different
to the remote control philosophy, where a control center takes over the
real control of the different antennas dealing with all the security and
safety issues, the dynamic observing approach keeps the complete
control local while allowing stations to participate in a centrally
coordinated and optimized observing program. The following
information is taken from the proceedings paper referred to above.

The main part of the operation center is an installation of the VieVs
scheduler using Octave instead of Matlab. It dynamically produces the
schedule for the coming next 15 minutes (which is the minimum time
interval to obtain tropospheric solutions), taking into account if a
telescope is available or not, which sources were observed in the
previous interval, and information about cable wrap and antenna
positions. Optimizations of the sky coverage over 24 hours are currently
not included. All relevant information about each schedule interval is
published on a web server. Finally, the software generates one VEX file
the past 24 hours of observations for the correlator.

Each antenna site uses a script/program “dysched.pl/mondump” to
send status data to the operation center and to retrieve the new
schedules. Additionally, the operators use a graphical application to
notify the availability of the antenna or cancel it while the session is
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processed. The status information is also displayed on the web server.
Tests used the antennas at Kathrine, Yarragadee, Hobart, and partly
Hartebeesthoek.

Finally, the data was shipped to the operation center at the University of
Tasmania in Hobart. An installation of the DiFX software was used to
correlate 24 hour intervals using the prepared VEX file.

The Dynamic Observation idea is a nice attempt to optimize networks
after antennas report failure states or drop-outs. The real advantage for
the analysis is not completely clear yet. Dynamic Observation also does
not reduce the manpower required to run the whole VLBI network,
because the control and therefore the shifts are in the responsibility of
the antenna sites. This can only be reduced if automation is increased,
which will again open the topic of safety.
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Evaluation:

Industrial importance

Open source
Use for VLBI

User community
Developer community/ Size of developer team

Readiness for production and release policy
Community support

Documentation

Platform support (Linux for central server; also others for
data provider)
Simplicity to install

Simplicity to use for non-specialists

Simplicity to extend with own parts
Supported techniques/protocols for the use in VLBI
Web based access possibilities

Usability for distributed VLBI networks

Coherent design and use of programming languages
State-of-the-art techniques

Access control and network security

User control management

Local supervisory

Safety implementations

Maintainability and possibility of migration

Official certification or product certification

Future relevance

Individual notes:

- Interesting attempt

- Central operation might be extended with
solutions for e-VLBI control by JIVE to command
e-VLBI equipment

- The big advantage is not completely clear

- Data exchange of monitoring data is solved with
“dysched.pl/mondump” =» programs might be
useful to retrieve monitoring data

Priority
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1(3)

1,84 (1,92%)
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* Evaluation of the programs which are extensions to the NASA Field
System.
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3.2.3 Remote control and monitoring of e-VLBI expe  riments
at JIVE ERIC

By Harro Verkouter (JIVE ERIC)

e-VLBI is a real-time observing mode of the European VLBI Network
(EVN). It is fundamentally different from disk based observing and
correlation, which both are run as independent batch jobs, typically
weeks or more apart. During an e-VLBI run the correlator requires
direct access to specific equipment at the stations for real-time control
and monitoring.

This section briefly lists the control- and monitoring tools which are
used to perform a real-time observation.

The 'runjob' control program at the correlator

The main GUI program to run a correlator job is a Python/Qt script
which accommodates e-VLBI. Its responsibilities when running a real-
time correlation are:

- allocating correlator compute nodes and correlator input nodes. At
incoming real-time data rates of 1024Mbps per station or higher,
resource planning becomes an issue because of hardware limitations
- configuring and starting the JIVE Software Correlator (SFXC)
according to the results of the resource planning

- configuring a station's data sending equipment dynamically such that
data streams can be routed or downsized based on available hardware
or network performance. Currently supported data sending equipment
types are Mark5 recording units and HAT-Lab's FiLal0G (see
http://www.hat-lab.com/hatlab/). The Mark5 recording system is a hard-
disk based VLBI recording system jointly developed by MIT Haystack
Observatory and Conduant Corporation of Boulder, Colorado. It is
based around generic server hardware combined with in-house
developed hardware to interface to the specific VLBI hardware. The
server runs a standard Linux operating system, allowing for
development of control software in a programmer friendly environment
whilst offloading the data intensive tasks as much to dedicated
hardware as possible. Both devices, Mark5 and FiLal0G, use a
different command set as well as a different protocol.

- starting and stopping of the actual data transfers from the stations to
JIVE
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Control software of the Mark5 recording unit and the correlator

One of the pieces of equipment being partially controlled from 'runjob’ at
the correlator is the Mark5 recording unit at a station. It is the device
transforming a stations' raw VLBI data into a stream of ethernet packets
to the correlator. The existing control software of the recording unit
turned out to be unable to support the e-VLBI observing mode due to
various issues. This drove JIVE to develop replacement control
software, which became known as ‘jive5ab’ and is completely written in
C++. The control interface to the Mark5 unit is standardized through the
VSI/S protocol (see http://www.vlbi.org/vsi/docs/2003_02_13_vsi-
s_final_rev_1.pdf) - a simple ASCII based protocol over a TCP/IPv4
socket connection.

The jiveb5ab control software has built-in performance monitoring on all
transfers. A second monitoring feature is that jive5ab enables a client to
extract data from a running transfer without interrupting it. This allows
for detailed inspection of the contents of the data stream without
stopping the observation.

jive5ab is also used on the correlator input nodes to read data from the
network. These are generic Linux machines which are part of the SFXC
cluster but have been outfitted with a 10Gbps connection to the external
network. If data is sent to JIVE using the VLBI Transport Protocol
(VTP), detailed network statitics like packet loss and/or reordering can
be collected from each jive5ab instance. Data extraction without
interruption can also be used on these nodes to inspect the received
data stream.

Monitoring

During an e-VLBI observing run no automated monitoring takes place.
SFXC's own diagnostic tools, the real-time weight- and fringe plot, are
the main monitoring points, actively being observed by a human
operator. The fringe display shows the integrated fringe amplitude for all
baselines to one reference station and is published on the web (see
http://services.jive.nl/sfxc/fringe.html). The weight display shows the
fraction of good data per station. The former is a direct proxy for wether
a station is set up correctly (correct time stamps, frequency, pointing)
whereas the latter is a direct proxy for a station's data transfer quality.
Irregularities in the weight plot or loss of fringe indicate a malfunction.

A variety of smaller tools were developed which can be used to
diagnose the cause of malfunction.

Page 47 of 154



- ‘controlEvlbi' A Perl/Tk GUI program to review or modify the per-
station network parameters, e.g. control/data IPv4 addresses and
protocol information. It has a limited diagnostic tool built in: the IPv4
address(es) from the database can be 'ping'ed' to see if they are
reachable.

‘controlmk5'/‘controlstation’: These Perl/Tk GUI programs can, from
a central location, send VSI/S commands or queries to Mark5 units
at JIVE (‘controlmk5’) or at the remote stations (‘controlstation’). The
‘controlstation’ program was phased out and 'controlmk5' was
replaced by a more modern, Python/Qt based, version. These
programs connect to the Mark5 control software using TCP/IPv4
connections and parse the reply/ies into GUI styles or updates.

‘Transfer monitoring': A small Pyton/Qt utility which can be launched
from 'runjob’. For each participating station it allows to sample the
sending data rate at the station, the received data rate at the
correlator input node, its packet loss/reorder statistics or the data
rate into the correlator. It can also run a canned sequence of
extracting some data from the incoming data stream and decode
time stamps found therein to check for correctness.

'vlbish': A Python based command-line interface (CLI) utility similar
in functionality to the GUI based 'controlmk5' combined with
‘controlstation’. It being a CLI allows for more advanced
command/query distribution: aliases of groups-of-machines can be
created to quickly send a the same command to many stations.
'vlbish' links into the database at JIVE for resolving symbolic names
(e.g. a station's two letter code) into IPv4 address for ease of use. It
has many other useful features like periodically executing monitoring
queries, executing of batch scripts or communicate with the
FiLal0G, which communicates via a non-VSI/S compliant protocol.
The GUI lacks this functionality.
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Evaluation:

Industrial importance

Open source
Use for VLBI

User community
Developer community/ Size of developer team

Readiness for production and release policy
Community support
Documentation

Platform support (Linux for central server; also others for
data provider)
Simplicity to install

Simplicity to use for non-specialists

Simplicity to extend with own parts

Supported techniques/protocols for the use in VLBI
Web based access possibilities

Usability for distributed VLBI networks

Coherent design and use of programming languages
State-of-the-art techniques

Access control and network security

User control management

Local supervisory

Safety implementations

Maintainability and possibility of migration

Official certification or product certification

Future relevance

Individual notes:
- Environment already established and finished
- Complete, independent system
- No need to transfer it to another server

- Monitoring data might be interesting to be included

to a monitoring data system
Priority
* Use of the monitoring parts.

R R R w R w wkr o
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1(3)

1,64 (1,72%)
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3.2.4 SSH/VPN-tunnels to or VNC/Remote-desktop of the
NASA Field System PC

The simplest and always existing mechanisms to remotely access
computers use standard mechanism like VNC, Remote Desktops, SSH,
or VPN.

Virtual Network Computing (VNC) or Remote Desktops connections are
communication methods for a remote access to the desktop of a PC.
They are available for all operating systems and copy the complete
keyboard-video-mouse interaction from the local desktop to a remote
one. The user sees the desktop and can interact in the same way like
sitting in front of the local PC. These mechanisms are quite helpful to
directly interact with a PC and programs on the PC. They require a
working X-server or graphical window system. External KVM-extenders
with network access use VNC or Remote Desktops as well. This setup
Is quite helpful for rebooting or booting scenarios. They are very
resource hungry because the complete graphical information is
transferred via the network.

SSH- or VPN-tunnels do not require a graphical window system. It is
just necessary that the PC, which should be accessed, runs the specific
SSH or VPN server. Remote users can use according clients to connect
to specific communication ports and interact with the remote PC using a
command shell or tunnel other ports. Especially the tunneling of ports is
a suitable way to access other applications offering communication
ports. Using VPN, the client PC is connected like it would be in the
same network as the remote PC, which should be controlled. All open
communication ports of the remote PC can directly be accessed without
any additional mechanisms. SSH and VPN just work for
communication-related applications, e.g. to request data or to access
file systems.

All of these techniques are more or less individual mechanisms and do
not really offer security for centralized control. They allow
comprehensive access to complete networks or computers and require
good connectivity, so that network and security restrictions are central
questions.
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Evaluation:

Industrial importance

Open source
Use for VLBI

User community
Developer community/ Size of developer team

Readiness for production and release policy
Community support
Documentation

Platform support (Linux for central server; also others for
data provider)
Simplicity to install

Simplicity to use for non-specialists

Simplicity to extend with own parts
Supported techniques/protocols for the use in VLBI
Web based access possibilities

Usability for distributed VLBI networks

Coherent design and use of programming languages
State-of-the-art techniques

Access control and network security

User control management

Local supervisory

Safety implementations

Maintainability and possibility of migration

Official certification or product certification

Future relevance

Individual notes:
- Manually established SSH/VPN-tunnels are
always individual solutions
- VNC/Remote-Desktops are quite helpful for direct
interactions
- External KVM-Switches with VNC are helpful for
rebooting scenarios
- No safety mechanisms (“freezing” KVM is not
managed automatically)
No real solution for remote control tasks

Priority

W N P WP W NO W

RPN O WOIOoOIO|FR,INDNPF kB O O W w

1,48
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4 Final evaluation statement of the software packag es

Current  Current
Max. Priority
Priority

Software package

Monitoring Environments

(ZABBIX &) SysMon (Wettzell Observatory)
Industrial monitoring tools (Nagios, Zabbix, etc.) =2
Zabbix

Telegraf - InfluxDB - Grafana (TIG) (NASA FS)
MoniCA" or “openMoniCA” (Australia Telescope
National Facility and AuScope geodetic VLBI
telescopes)

Radboud Radio Lab VLBI monitor (EVN, mm-VLBI)
Goddard Mission Services Evolution Center
(GMSEC) Architecture

Monitoring and Control Infrastructure MCI (MIT
Haystack Observatory)

SKA Telescope Manager (SKA)

Individual Linux scripts

Control and Operation Environments

e-RemoteCtrl (Wettzell, O’Higgins, AuScope, partly 3 2,36
NyAlesund and Hartebeesthoek, tested for TIGO in
Chilé)
= data sending server
e-RemoteCtrl (Wettzell, O’Higgins, AuScope, partly 3 2,16
NyAlesund and Hartebeesthoek, tested for TIGO in
Chilé)
= complete
Dynamic Observation (AuScope tests) 3 1,92
= data exchange server
Dynamic Observation (AuScope tests) 3 1,84
= complete
Remote control/monitoring of e-VLBI experiments 3 1,72
from JIVE
= data exchange
Remote control/monitoring of e-VLBI experiments 3 1,64
from JIVE
= complete
SSH/VPN-tunnels to or VNC/Remote-desktop of the 3 1,48

NASA Field System PC

Legend: Priority | 0-1 1-2 2-3 3-4 4-5
Color
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The priority numbers are qualitative estimations converted to quantitative
numbers and based on experience, international relevance and workshop
appearances. It is also a current view and might change while the project is
ongoing. Therefore, an essential aspect must be taken into account: the inter-
operability, which is evaluated under the item "Maintainability and possibility of
migration®. A pure quantitative statement is difficult due to the different
characteristics and purposes of the software packages.

Because of the security and safety issues of remote control and operation
found after the NEXPReS project using the e-RemoteCtrl software, main focus
is laid on having a central data stock with the VLBI network status and health
information. Therefore, the main part of the infrastructure consists of
monitoring tools.
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5 Appendix: Zabbix SysMon

The following section is taken from the internal Wettzell notes about how to
setup the SysMon/Zabbix system for Wettzell and for a central monitoring
environment as a test case.
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6 Appendix: openMoniCA (on Ubuntu 16.04 LTS)

Test-analysis by Edoardo Barbieri (TUM, Jumping JIVE)

Features
Name Access License Platform Distribuited Web App Trigger/alerts
control monitoring

MoniCA yes Open source Java Yes Yes Yes

Logical Trending Latest release Latest release IPv6 SNMP Data Storage
grouping version date method

yes Yes 1 6 November Yes Yes MySQL

2016

Requirements:
- Ubuntu desktop 16.04 LTS ( this guide should work on other system
as well, though this is the one used as test)
- ant and JDK installed
if not already installed please follow this links
https://www.digitalocean.com/community/tutorials/how-to-install-java-on-
ubuntu-with-apt-get

https://www.linuxhelp.com/how-to-install-apache-ant-on-ubuntu/
Download:

Please download the source code from the following git repository
https://github.com/davidbrodrick/open-monica

From terminal;

svn checkout https://github.com/davidbrodrick/open-monica.git open-
monica-master

Or using the download button. Uncompress the zip file if you used the button.

Preinstallation steps
Go in the main folder of the software

cd open-monica-master/trunk/
#or
cd open-monica-master/

Depending on how you downloaded the source code.

Copy the default configuration files from subdirectory default-files/ to the
official configuration folder config/

cp default-files/monitor* config/
cp default-files/log4j.properties config/
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This will be the directory where we can modify the configuration.
The file log4j.properties should be also copied in the main directory since this
might give problems when we run the software:

cp default-files/log4j.properties .

Building
From the main folder ( where the build.xml file is)
cd open-monica-master/trunk/

Invoke ant
ant

This command has to be invoked any time we make changes in the
configuration files to apply those changes.

This will compile the source and configuration files and produce an
executable .jar file.

Launching
To launch the server go to the main folder where the executable file is present
and type:

java -jar open-monica.jar

This will launch MoniCA server on your machine. You should see on the
terminal something like this

.Y Yo

student@Student6: ~/open-monica-master
File Edit View Search Terminal Help

2017-06-28 14:02:03,315 DEBUG atnf.atoms.mon.externalsystem.ExternalSystem - Cre
ating ExternalSystem from definition "Simulator 10:1:10"

Simulator: Will create 10 dummy points

2017-06-28 14:02:03,317 DEBUG atnf.atoms.mon.externalsystem.ExternalSystem - Cre
ating ExternalSystem from definition "ASCIILine localhost:8000:5800:site.hidden.
line"

2017-06-28 14:02:03,319 DEBUG atnf.atoms.mon.MoniCAMain - ExternalSystems create
d
2017-06-28 14:02:03,321 DEBUG atnf.atoms.mon.MoniCAMain - Creating PointDescript
ions

2017-06-28 14:02:03,321 INFO atnf.atoms.mon.MoniCAMain - Loading point definiti
ons from "monitor-points.txt" resource

2017-06-28 14:02:03,364 DEBUG atnf.atoms.mon.MoniCAMain - PointDescriptions crea
ted

2017-06-28 1 364 DEBUG atnf.atoms.mon.MoniCAMain - Creating SavedSetups
2017-06-28 1 365 DEBUG atnf.atoms.mon.MoniCAMain - Recovered 2 SavedSetup
s from s monitor-setups.txt"

03,365 DEBUG atnf.atoms.mon.MoniCAMain - SavedSetups created
03,461 DEBUG atnf.atoms.mon.MoniCAMain - Starting ExternalSyste

- Externalsystems starte

i@l?-@é-zs 14:02:03,581 INFO atnf.atoms.mon.MoniCAMain - MoniCA System is GO!

To run the client type in the same folder
java -cp open-monica.jar atnf.atoms.mon.gui.MonFrame

Whit this command the client should show up on your screen
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@ @ @ Monitor Display 1 i

| Window Navigator Setup Export Help

l[(Display [ - 1 |

Deployment

If you wish to deploy the system on the machine, go again in the main
directory where the build.xml file is present and type

sudo ant install
#or if you want to deploy to another directory
sudo ant -Dprefix=/my/install/dir/ install

The default installation directory if you don’t use any prefix is /usr/local
Now you will find scripts to facilitate the starting/stopping of MoniCA under

/mylinstall/dir/bin/open-monica-server.sh start
/mylinstall/dir/bin/open-monica-client.sh

It is possible that the script to start the server does not work properly because
of a bug that has still not been fixed. In this case you just need to start it
manually with the java command

java -jar /myl/install/dir/lib/open-monica.jar
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7 Appendix: Telegraf - InfluxDB - Grafana (TIG) for  the
NASA Field System

Presentation by David Horsley (GSFC,NASA,NVI) during TOW 2017 at the MIT
Haystack Observatory (use with special permission by David Horsley).

Acknowledgement: Special thanksto David Horsley for his permission to
include the TIG documentation and for his willingness of future support to
integrate TIG.
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